Drug Enforcement Administration

Controlled Substance Ordering System

Subscriber Manual

Version 2.8
September 14, 2020

Diversion Control Division




September 14, 2020

Table of Contents

1.0 CSOS OVEIVIEW...cuierireeeessessessessessessessessessessesssssesssssssssessssessssssssssssessessesssssessssesssessessesssssssssssssssessessssssssssssssessessesns 1
1.1 CSOS CTtifiCates ..mureeeerreereeseesseessessseesssessseessessssessssessss s sssessssssssesssasssessssssssasssessssssssssssssssssssssssanes 1

1.1.1  CSOS Signing CertifiCates ..cmereereseersesseessssssseesseessesssssssesssssssssssssssssssssssessssees 1

1.1.2  CSOS Administrative CertifiCates..... o ereennesseessessessessessessssssssssssssseenns 1

1.2 CSOS SUDSCIIDET ROIES ...oueurieeetreeeeieetreisesetsessessse st sessse e sesss s sss s 1

300 B =Y 4 53 i) o LT 2

1.2.2  COOTAINALOT ..cereereeereeceureeseessesssessetsse e ssssse s b sss s s s bbbt 2

1.2.3  POWET Of AtLOTITIEY ..cuieureueeeeeretseesserecssesssessesss et sessse st sessss s s sss st sessss s ssssanes 3

2.0 CSOS ENTOIIMENT .ivuietrererrenseesseeesseessesssessseessessssessseesssssssssssesssesssesssessssessssessessssessassssesssasssessssssssasssssssassssssssessrases 4
3.0 Certificate Application FOrm ASSIStAnCe ... ssssssssssssens 10
3.1 Registrant Application / DEA-25T ... ereereeseiseseiecsseesessssssssssssssssssssssssssssesssssssssssssssas 11

311 Add ADAENAUIN ..ttt ssss s s 12

3.2 Coordinator Application / DEA-252 ... ssssssssssssssssssaees 13

S 70720 R Vo U 72X U =3 o 15 0o o O 15

3.3 Power of Attorney Application / DEA-253... s ssessssssssseens 16

3.3. 1 Add ADAeNdUIMN ..ottt see e s see st s 17

3.4 Addendum Form DEA-254 and Bulk ENrollment........neneenneeseeesseesssesseeenns 18

3.4.1 Registrant List Addendums......coemeenecneeerneneesessessesssssessssssessssssssssssesss 18

3.4.2 DEA-254 Section 1 - Applicant Information........oeneeseenseseesseeneeeseenn. 19

3.4.3 DEA-254 Section 2 - DEA Registrant LiSt ....cocueeneemernneneeneeseessesseesesseceseenne 19

3.4.4 DEA-254 Section 3 - Applicant/Notary Signature .........oeeomeeneeessesseeennes 20

3.4.5 Eligibility for Bulk ENTolIMent.....enenesseseeseeseeseeseeees s ssessessseenns 20

3.5  ReqUIred AttaChMENTES .....c.cocuieereereeeeeeeeeee et sssee e ssessssseesse s es bbb nens 21

3.6 Mailing AQAIESS cooureuererreeseessersesesesssess s sssess s ssssss s ssssss s s s s s s st sssssnnes 22

3.7 Application Package ProCeSSING .....ceiereensessessesssssssssessssssessessssssssssssssssssssssssssssanes 22

3.7.1  RA PrOCESS o neisssseessss s ssssssse s ssss s eesse s s ssnes 22

3.7.2 Enrollment Approval and Certificate [SSUANCE .......cccveereerrerreenreenseererseeseeereenne 23

4.0 Certificate REIIIEVAL. .ottt ss et s s s s s 24
4.1 Subscriber Certificate Retrieval INStruCtiONS.......oeneenmeereeeseeeseesseessessssesssesseesssesssessees 24

4.1.1  POliCY ABIEEIMENT c.iuuceceureereeseeret e rsessensse s s rsses s s s s s s bbb 25

41,2 TTUSE SETUP.cceutereereeuereeesenssessessnssessesss s s s s ss s s bbb s 25

4.1.3  WeD SIte 10ZIN ceuueeieeeecceree ettt senssssans 31

4.1.4 Firefox 52 and Greater Certificate Creation Steps......mnenenessnens 36

4.1.5 Enter a File name and PassWord........cccneeessesesssesseesssssssssenees 36

4.1.6 Save the Certificate t0 @ .p12 File.. o reneseeseseeeseesesseseessessesseeees 37

4.2 CertifiCate EXPOTt. s sssssssssssssssssssssssssssssssssssssssssssssssssssnssns 37

4.3 Certificate VerifiCation STEPS....o et essssessessssssssss st sssssssssssssssssssssssssssessesanes 46

4.3.1 View/Open the CertifiCate ... sssesssssssssssssessees 47

4.3.2 View the DEA extension in the certificate.......eneoneeneneensersseenees 49

4.3.3 DEA Certificate Version Number Information .........eeeeesneessneeens 50

4.3.4 DEA ReZISIrant NAIME ......couoeuneeureenerseesseesee s ssss s sssssssssssssssssssssssssssssssssssssssans 51

4.3.5 4.3.5 DEA SChEAUIES ...ttt ssess s ssss s ssssseass 52

4.3.6 Converta Hexadecimal t0 BiNary ......sssssssssssses 53

4.3.7 DEA BUSINESS ACHVILY wovvverirnrernsenminsssssssssssssssss s ssssssssssss s sssssssssssssssssssssnns 55

4.3.8 DEA POSTal AAAIESS coueuereiseeereetrssessinseessssssessssssssssssssssssssssssssssssssssssssassssssssssssssens 57

4.3.9 DEA Registration NUMDET ......omceermereeressesssssssssssssssssssssssssssssssesssssssssssssas 58

5.0  Certificate ManageIMENL . ... eeeeeeseessesssesssessssssssesssessssssssssssssssssssssssssssssssssasssessssssssssssssssssssssssssssasesases 60
5.1  Certificate RENEWAL ...t ssss st sesssss s s sessss s sss st sesssssssssssssssnns 60

5.2 Certificate REVOCATION ...ttt see st saseb s pa s 61

v | Controlled Substance Ordering System, Unlimited Distribution



September 14, 2020

5.2.1 ReVOCAION REASOMNS ..cuueerieueeeesseenreeseessessessesssesssesssssssssessssssssssassssssssssssssssessssssssssssans 61

5.2.2 Procedure for Revocation REQUESTS ......ccmeimrnesnmsmnsnssnesnssssssssssssssssssssssenes 62

6.0 CertifiCate SECUTILY i s e e s 63
6.1  Private keys must be KePt Private. ... sesseessessessessse s ssssssssssssssssssssssesans 63

6.2 Secure access to the Private KeY. ... ssssssssss s ssssssssssssssns 63

6.3 Enable the Workstation/PC Inactivity Timeout for 10 minutes. .....umenernsennenns 64

6.4  Anti-Virus/SPyWare SOfEWATE ... sssssssssssssssssssssssssssssssssssssses 64

6.5 Backing-up or Escrowing the Private Key .......neseesseseeseessesssssesssessssseens 64

6.6 Method of Deactivating Private Key ... esesssssssssesssssssssssseens 64

6.7 CSOS Application and Auditing INfOrmation .......cceeeeensernseeseessseesmeesseeeseseseesseesseeenns 64

7.0  CSOS Software Application Audit REQUIrEMENTS. ... ssssssssssssssns 65
8.0 CONLACE INFOIMIALION .ueurieueerieereereeseessee et sensse b sess s sse s es s s bbb s b s bbbt et 66
8.1 8.1 MailiNg AQAIESS. .cieueeeeereesreereeessessessessseessssssseessesssessssssssssss s sssss s sssasssessssssssssssesssssssssesas 66

8.2 8.2 Support Center Contact INfOrmatioN.....issss s, 66

0.0 GlOSSATY eoeeueureeureereeuseensesseessessessssssesssesse st ses s s s s Esse bR E SRR R R R E RS E AR R ARt 67
T0.0 ACTOTNLYINIS ouveueueurenesseseesesssessssssssssssssessessessessessessesssssessssssessessessessessessesssssesusessessessesses s st s s b besEse s s st snes 71

vi | Controlled Substance Ordering System, Unlimited Distribution



September 14, 2020

1.0 CSOS Overview

The Drug Enforcement Administration (DEA) Controlled Substance Ordering System (CSOS) allows
for secure electronic transmission of controlled substance orders without the supporting paper
Form 222. Since some DEA registrants may not wish to take advantage of the new regulations
allowing electronic ordering, DEA will leave current regulations and current paper ordering
processes in place. The adoption of CSOS standards is the only allowance for electronically signing
and transmitting orders for Schedule I (CI) and II (CII) controlled substances.

Each individual requesting the ability to sign electronic orders for controlled substances must
enroll with DEA. This Subscriber Manual documents enrollment with DEA in the CSOS program as
well as assistance with certificate acquisition and management. Once a CSOS subscriber has
enrolled with DEA and attained his/her digital certificate(s), he/she may place electronic orders of
controlled substances from participating suppliers/wholesalers using CSOS approved ordering
software.

1.1 CSOS Certificates

1.1.1 CSOS Signing Certificates

Each CSOS Signing Certificate issued by the DEA’s CSOS Certification Authority (CA) contains
identification information specific to an individual subscriber and his/her associated DEA
Registration. It authorizes the certificate holder to sign orders for only those schedules of
controlled substances covered by the registration under which the certificate is issued. Each
individual requesting the ability to sign electronic CI and CII controlled substance orders must
obtain his/her own CSOS Signing Certificate. Each Signing Certificate is specific to one DEA
Registration number for one individual.

Multiple Signing Certificates must be requested for applicants requiring the ability to sign
electronic CI and CII controlled substance orders for multiple DEA Registration numbers. Multiple
Certificates may be requested by completing Registrant List Addendum Application forms (Form
DEA-254). Addendum forms should be attached to and submitted with a CSOS enrollment package.

1.1.2 CSOS Administrative Certificates

CSOS Administrative Certificates are issued to CSOS Coordinators (see Section 1.2.2). Each CSOS
Coordinator, including CSOS Registrants (see Section 1.2.1) serving the role of Coordinator, is
issued one CSOS Administrative Certificate. The Administrative Certificate may be used for digitally
signing electronic communications, but is not valid for signing electronic orders for controlled
substances.

1.2 CSOS Subscriber Roles

Each CSOS applicant serves a specific role and must select a corresponding application form. This
Subscriber Manual contains enrollment instructions in Sections 2 and 3 that are specific to each
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subscriber role. While the roles have overlapping responsibility, each applicant should submit a
CSOS application for only one role per DEA Registration.

1.2.1 Registrant

The CSOS DEA Registrant is defined as the individual who signed or is authorized to sign the most
recent DEA Registration Application (Form DEA-223). Typically, the Registrant is also the
individual who grants Power of Attorney (POA) for controlled substance ordering. Only the
individual who signed or is authorized to sign the organization’s most recent DEA Registration
Application may apply for a CSOS Certificate as a Registrant. The Registrant is typically an officer or
owner of the organization.

A Registrant completes CSOS DEA Registrant Certificate Application (Form DEA-251) where he/she
must name a Principal Coordinator as a trusted and recognized individual for administering CSOS
Certificates to CSOS applicants for the DEA Registration number(s) listed on his/her application.
The Registrant may choose to serve the role of Principal Coordinator and may indicate so by
naming him/herself Principal Coordinator on Form DEA-251. Conversely, the Registrant may
delegate responsibility by naming an individual to serve as Principal Coordinator. The delegated
Principal Coordinator must enroll, or already be enrolled, in CSOS by submitting a CSOS Principal
Coordinator/Alternate Coordinator Certificate Application (Form DEA-252).

One CSOS Signing Certificate will be issued to the Registrant subscriber for each DEA Registration
number requested on his/her application package. Each Signing Certificate may be used by the
certificate owner only for digitally signing controlled substance orders without a supporting paper
Controlled Substance Order Form (DEA 222).

If electing to serve the role of Principal Coordinator, the Registrant subscriber is issued one CSOS
Administrative Certificate in addition to the CSOS Signing Certificate(s). The CSOS Administrative
Certificate may be used for communication purposes including digitally signing E-mail
communications.

All subscriber roles may be issued CSOS Signing Certificates. An individual, not serving the role of
Registrant or Coordinator, who requires the ability to electronically sign controlled substance (CI

and CII) orders may enroll as a CSOS POA after being authorized by the individual serving as CSOS
Coordinator for the requested DEA Registration number(s).

1.2.2 Coordinator

A Principal Coordinator must enroll for each DEA Registration number participating in CSOS (i.e.,
using electronic ordering). The Principal Coordinator is the organization’s primary CSOS contact for
the DEA Registration number(s) identified on his/her application. The Principal Coordinator
applicant may be any individual employed by the organization and must be designated by the
Registrant. A Registrant may designate one Principal Coordinator per DEA Registration number or
the Registrant may serve the role of Coordinator him/herself.

Optionally, an organization may identify an Alternate Coordinator. Individuals acting as Alternate
Coordinator shall serve as that organization’s secondary CSOS point-of-contact for the DEA
Registration number(s) identified on his/her application. Alternate Coordinator applicants may be
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any individuals employed by the organization. A Registrant may designate one Alternate
Coordinator per DEA Registration number.

Principal and Alternate Coordinators serve as the Local Registration Authority (LRA) for the DEA
Registration numbers they are responsible for. As an LRA, the Coordinator verifies the identity and
authorization of organization personnel applying for CSOS Certificates. POA Certificate applications
must be signed by a Coordinator as an indication that, as the LRA, the Coordinator has authorized
the POA applicant to obtain a CSOS Signing Certificate.

Principal and Alternate Coordinator subscribers are issued one CSOS Administrative Certificate
each to be used for communication purposes. Should the Principal or Alternate Coordinator require
the authority to sign controlled substance orders, he/she must indicate so on his/her CSOS
Principal Coordinator/Alternate Coordinator Certificate Application (Form DEA-252). If signing
authority is requested, and proof of POA is provided, the approved Coordinator applicant is issued
one CSOS Signing Certificate for each DEA Registration number indicated on his/her application. A
CSOS Signing Certificate may be used for signing controlled substance orders for the DEA
Registration number it is associated with. As certificates are only issued to individuals, only the
individual owner of the CSOS Signing Certificate may use the certificate for signing electronic orders
of controlled substances.

1.2.3 Power of Attorney

A Power of Attorney is a non-administrative individual requiring the ability to sign electronic
orders for controlled substances. POA applicants must hold a valid POA (a letter granting POA from
the Registrant) to sign controlled substance orders for the DEA Registration number(s) identified
on their application. The CSOS Coordinator for the DEA Registration number(s) indicated on the
CSOS POA Certificate Application (Form DEA-253) must verify the CSOS POA applicant’s identity
and the POA applicant’s authority to sign controlled substance orders. An approved CSOS POA is
issued one CSOS Signing Certificate for each DEA Registration number for which controlled
substance order signing authority is requested. As certificates are only issued to individuals, only
the individual owner of the CSOS Signing Certificate may use the certificate for signing electronic
orders of controlled substances.
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2.0 CSOS Enroliment

Individuals requesting the ability to participate in the CSOS program must enroll via the DEA
Diversion Control Division’s E-Commerce Program Web site (www.DEAecom.gov ). The enrollment
process found on this Site allows the applicant to complete the appropriate CSOS enrollment
application, which must be postal mailed to DEA along with supporting documentation.

1. Access the CSOS enrollment process at www.DEAecom.gov/applycerthtml. Please read this
important information and click the Next button when finished.

CSO0S Enrollment
Progress: ‘ | i | i | i |

Getting Started

Every individual person who wants to sign electronic orders for controlled substances must enroll with DEA to acquire his or her own
personal CS0OS Certificate.

The following enrollment process will step you through the requirements for enrolling with DEA.

At the end of this enrollment process you will be asked to complete an application package that is to be mailed to DEA.

Click Next to proceed m

Figure 1: Getting Started

4 | Controlled Substance Ordering System, Unlimited Distribution


http://www.deaecom.gov/
http://www.deaecom.gov/applycert.html

September 14, 2020

2. Select the appropriate applicant type based on the information provided on this Web page
and/or this Subscriber Manual. Click the associated enrollment button at the bottom of the
page to proceed to the next step.

CSO0S Enrollment

d | d )| d )| d )|

Progress:

Choose your applicant type

Registrant

Coordinator

Power of Attorney

Application:

Form DEA-251

Form DEA-252

Form DEA-253

Description:

[The individual who signed the most recent, or is
authorized to sign the next, DEA Registration
renewal application (DEA Form 223) for your
organization

A required administrative role for each
DEA Registration number

Any other individual authorized
to sign controlled substance
orders

Required role? |No, the Registrant should only enrcll if he/she signs|Yes, but may be served by the No
controlled substance orders™ Registrant™=*

Maximum (One per DEA Registration number One Principal (if Registrant is not Unlimited

lallowed: Coordinator) and one Alternate
(optional) per DEA Registration number

ISigns controlled

lsubstance Yas Optional Yes

jorders?

lAuthorized by: |n/a Registrant for the requested DEA Coordinator for the requested
Registration number(s) DEA Registration number(s)

More

i nformation: [Read more == [Read more == [Read more >

Proceed to next

Registrant

Enroll as a

POA

lstep =

* If the Registrant does not sign controlled substance orders, he/she does not need to enroll in CS0S. However, he/she must delegate a
Principal Coordinator if any individuals are to enroll in CSOS.

** If the Registrant signs controlled substance orders, he/she may choose to be the Principal Coordinator. If this is the case, the Registrant will
submit only form 251 and not form 252. If the Registrant chooses to be the Principal Coordinator, no other applicant may apply as Principal
Coordinator.

Figure 2: Choose Applicant Type

3. Please read this important enrollment information and click the Next button when finished.

CSO0S Enrollment

| 4 | d J d d A

Progress:

Registrant enrollment

The next three steps are legal agreements. The subscriber must read each agreement. If you are not the Registrant, you must provide the
following agreements to the Registrant.

Scroll to the bottom of each agreement and click the Accept button in order to proceed.

After accepting these three agreements, you will be able to download your CS0OS application.

Click Next to proceed

Figure 3: Registrant Enrollment
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4. This Registrant Agreement outlines the responsibilities of each CSOS Registrant and
Coordinator subscribers with regard to his/her administrative participation in the CSOS
program. When submitting a CSOS DEA Registrant Certificate Application (DEA-251) or
CSOS Principal Coordinator/Alternate Coordinator Certificate Application (DEA-252), the
applicant asserts that he/she has read, understood, and accepted this Registrant
Agreement. Please scroll to the bottom of the Agreement and click the Accept button to
continue.

Note: This agreement is not required for CSOS POA applicants. When proceeding through
the POA Enrollment process, this agreement is not provided.

CSO0S Enrollment

Progress: | d d d J | J |

United States Department of Justice

Drug Enforcement Administration

Controlled Substance Ordering System (CS0S)
Registrant Agreement

a) The DEA Registration listed in the CS0OS Certificate is no longer valid including:
i. DEA Registration Certificate is revoked
ii. Change of drug schedules

iii. Change of address and/or name

b) The Power of Attorney granted to the Certificate holder for signing controlled substance orders is no longer valid.

5. Certificate Renewal
1 shall verify the identity an applicant applying to renew his/her CS0OS Certificate as specified in section 2 of this document.

v
Please read the entire agreement and scroll to the bottom to continue.

If this page does not format correctly, or if you are unable to find the "Accept” button, please click here for alternate formatting.

Figure 4: Registrant Agreement

5. This CSOS Subscriber Agreement outlines the responsibilities of all CSOS Subscribers
regarding participation in the CSOS program. When submitting a CSOS DEA Registrant
Certificate Application (DEA-251), CSOS Principal Coordinator/Alternate Certificate
Application (DEA-252), or CSOS Power of Attorney Certificate Application (DEA-253), the
applicant asserts that he/she has read, understood, and accepted this Subscriber
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Agreement. Please scroll to the bottom of the Agreement and click the Accept button to
continue.

CSO0S Enrollment

| J | J | | | |

Progress:

United States Department of Justice

Drug Enforcement Administration

Controlled Substance Ordering System (CS0S)

Subscriber Agreement

11. EXLFIAUrUInNary cverns

The DEA will incur no liability, costs, damages or loss if circumstances beyond its control (such as, but not limited to, fire, flood, delay in the e
U.S. mail or interference from an outside force) prevent proper execution of any CSOS transactions and the DEA has taken reasonable
precautions to avoid these circumstances.

12. Privacy Notification

See Notice and Disclosure of Drug Enforcement Administration (DEA) Office of Diversion Control (ODC) - Controlied Substance Ordering
System (CS0S) document.

13. Additional Resources

The following documents may be obtained by going to www.DEAdiversion.usdoj.gov:

« DEA Diversion Control E-Commerce PKI Certificate Policy (CP), and
« DEA Regulations - Title 21, Code of Federal Regulations, Part 1300

:

Please read the entire agreement and scroll to the bottom to continue.

Figure 5: Subscriber Agreement

6. The CSOS Privacy Policy outlines the collection and protection of information relating to the
CSOS Program. When submitting a CSOS DEA Registrant Certificate Application (DEA-251),
CSOS Principal Coordinator/Alternate Certificate Application (DEA-252), or CSOS Power of
Attorney Certificate Application (DEA-253), the applicant asserts that he/she has read,
understood, and accepted this Privacy Policy. Please scroll to the bottom of the Policy and
click the Accept button to continue.

CSO0S Enrollment

Progress: | i | i | i | |

Drug Enforcement Administration (DEA)

Office of Diversion Control

Controlled Substance Ordering System (CS0S)

Privacy Policy

WITNIN Ten [ 1U) WOrKking aays or tne 0ate oT recelpt o tnat request. L'eA Wil 3150 NOTTY Tne LsUS> LA OT TNe recelpt o1 a request Tor

amendment of a record, in writing or by e-mail, within ten (10) working days of the date of receipt of that request. A copy of the A
acknowledgment and the notice to the CSOS CA will be made a part of the record of the request for amendment.

DEA will make any appropriate corrections to any record or portion thereof that are required to ensure that the record is accurate, relevant,
timely, and/or complete, within twenty (20) working days of the date of receipt of a request for amendment of that record. A copy of the
corrections made, if any, will be made a part of the record of the request for amendment and a copy of which will be forwarded to the CS0S
RA. Written or e-mail notification of the correction will also be provided within {10} days to any person or agency to whom that record was
previously disclosed, and a copy of that notification will be made a part of the record. CSOS will notify the individual Subscriber making the
request in writing or by e-mail of any amendments that are made to the record. A copy of the notification will be made a part of the record
of the request for amendment.

5. Effect
Failure to accept the Privacy Policy will preclude processing of the CS0S application.

Click Accept to accept the terms and conditions of the Subscriber Agreement and Privacy Policy.

§

Please read the entire agreement and scroll to the bottom to continue.

Figure 6: CSOS Privacy Policy
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7. The applicant’s CSOS Certificate Application form is available on this page. Click the link
displayed below to open form DEA-251 for Registrant, DEA-252 for Coordinator, or DEA-
253 for POA applicants.

CSO0S Enrollment
progress: I S S S S S

These forms are available in PDF format and should be completed on-line, printed, and then signed and notarized.

Disclosure of your Social Security Number on DEA forms 251, 252, 253, and 254 is voluntary and is authorized by 21 U.S.C. £§5 828 and 871
and 21 C.F.R. Parts 1305 and 1311. Your Social Security Number will be used to ensure compliance with the Controlled Substances Act and
to ensure the accuracy of records.

Prior to mailing your Registrant Application, please review the attached checklist to ensure you have included all required documentation with
your application.

Do not provide CSOS application forms or the link to this CS0S Application Forms page to members of your organization and/or supply chain.
Since all CS0OS applicants are required to have read the DEA Registrant Agreement (not required for CS0OS POA applicants), the C50S
Subscriber Agreement, and CSOS Privacy Policy, please only provide the Web site address of www.DEAecom.gov to CS50S applicants within
your organization or supply chain.

FORM CS0OS DEA Registrant Certificate Application™
25 1 - Form DEA-251 with instructions for CS0S Registrant applicants

- Having difficulty downloading this form?

ﬁ Required attachments:

+ Photocopy of two forms of identification

= One ID must be a government issue photo ID (i.e. driver’s license or passport)

= The second ID may be anything except a credit card (i.e. pharmacist license, work ID)
+ Photocopy of the DEA Registration Certificate (DEA Form 223) for each location listed on Form 251 and 254
« Form DEA-254 if reguesting to be associated with multiple DEA Registration numbers

Mailing Address
Mail complete application packages to:

Drug Enforcement Administration
Sterling Park Technology Center/CS0OS
8701 Morrissette Drive

Springfield, VA 22152

Overnight or express packages (i.e. FedEx, UPS, DHL) only should be sent to:

Drug Enforcement Administration
Sterling Park Technology Center/CS0S
8701 Morrissette Drive

Springfield, VA 22152

Click Next to proceed

Form 254 - CSOS Certificate Application Registrant List Addendum

Overview: Any applicant may use the Registrant List Addendum (Form-254) only when requesting to be Registrant for multiple DEA
Registration numbers. The Addendum application form(s) should be submitted in addition to the CS0S DEA Registrant Certificate Application.
« Up to ten (10) registration numbers may be listad on each form
+ Up to five (5) Form DEA-254's may be submitted
« A photocopy of the DEA Registration certificate (form 223) is required for each registration listed

FORM CS0S Certificate Application Registrant List Addendum™
254 - Form DEA-254 with instructions included

* ¥ou will need Adobe Acrobat Reader Version 5 or better to view and complete these forms.
cet Adobe
Reader*

Figure 7: Registrant Application Form
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The appropriate CSOS Certificate Application (DEA-251, DEA-252, or DEA-253) will open in
in a new page. Aside from rare circumstances, each CSOS applicant should submit only one
CSOS application form. Read the instructions, and complete the form at the bottom of the
page.

e Assistance with completing the application form may be found in Section 3 of this
Subscriber Manual. Important instructions and a checklist are included with the
application.

¢ Do not submit a CSOS Certificate Application without supporting
documentation, as listed on the attached Application CheckKlist.

e Applicants requesting to be associated with multiple DEA Registration Numbers are
required to submit addition information, as documented in this Subscriber Manual’s
section “Addendum Form DEA-254 and Bulk Enrollment.”

Each CSOS Certificate Application is completed, printed, signed, and notarized (if required)
as outlined in the “Certificate Application Form Assistance” section of this Subscriber
Manual. Once printed, click the Next button on the CSOS Enrollment Web page.

The last step of the Enrollment process provides important information to the Subscriber
concerning the rest of the Enrollment process after the CSOS Certificate Application package
has been submitted to DEA. This page may be accessed from the following addresses:

e Registrant Applicants: www.DEAecom.gov/forms/reg/nextreg.html

e Coordinator Applicants: www.DEAecom.gov/forms/coord/nextcoord.html

e POA Applicants: www.DEAecom.gov/forms/poa/nextpoa.html
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3.0 Certificate Application Form Assistance

Aside from rare scenarios, each applicant to the CSOS program should submit only one CSOS
Certificate Application form. The form submitted varies depending on the applicant’s role, as
explained in the CSOS Enrollment process on www.DEAecom.gov. Each application form includes
detailed instructions for completing the form, while this section of the Subscriber Manual
elaborates on those instructions.

Important notes:

e Each individual person requesting the ability to sign electronic orders for controlled
substances must submit an application form.

e The applicant must complete only one application form (DEA-251, DEA-252, DEA-253)
unless instructed otherwise by DEA.

e The Certificate Application form is only one of the required documents for enrollment in the
CSOS Program. Please review the checklist included on the last page of each application
form. Section 3.5 of this Subscriber Manual summarizes the documents that must be
submitted in a complete CSOS application package.

o Please reference section 3.4 of this Subscriber Manual if applying using more than one DEA
Registration number.

10 | Controlled Substance Ordering System, Unlimited Distribution



September 14, 2020

3.1 Registrant Application / DEA-251

CSOS DEA Registrant Certificate Application

Applicant Last Name

Applicant First Name

MI  Applicant SSN Number Applicant Bus. Phone

Applicant E-Mail Address

DEA Registration No. DEA Registration Name

Security Code (e.g. Mother's Maiden Name) Letters only. Remember this code to ensure proper identification when you call the Support Desk.

Applicant Business Address

City State Zip

[ Il I

C808 Coordinator Last Name (Required - enter ertther CSOS DEA Registrant applicant or form DEA-252 must be submutted by individual named below)

CSOS Coordinator First Name (Required - enter either CSOS DEA Registrant applicant or form DEA-252 must be subnutted by individual named below)

Add Addendum(s) |No. of Addendums- 0

| Generate PDF || Reset |

Figure 8: DEA 251

Scroll to the bottom of the page, and complete all of the available fields.

Click the | Add Addendumis) |button, if necessary to add addendums (see section 3.1.1).
When all fields are complete, click the button to generate a PDF.

When prompted, save the PDF locally.

Print, sign, notarize, and send the completed for to address listed in the section 3.6.

v e W e

Important notes:

e All fields must be completed.

o The “Applicant” is the Registrant who has signed, or was authorized to sign, the most recent
application for DEA Registration.

e The Applicant completes only one Form DEA-251. Additional DEA Registration numbers
may be listed on an Addendum Form DEA-254.

e The Applicant lists him/herself as the Coordinator, or delegates this role to another
individual enrolling (or already enrolled) as Principal Coordinator.

e As many addendums may be added as necessary.

o Please reference the instructions included with the applications or contact DEA Diversion E-
Commerce Support for enrollment assistance. Phone: 1-877-DEA-ECOM, (1-877-332-3266)

or via E-mail: CSOSsupport@deaecom.gov.
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3.1.1 Add Addendum

Section 1 - Applicant Information
Application Last Name

Application First Name
MI Applicant SSN Number

O OO0 OO OO0O0

Section 2 - DEA Registration List

DEA Registrant DEA Registrant Name
No.

< | | |

| Add Registration Number |

| Save and Close Window || Cancel |

Figure 9: Add Addendum

1. Complete all available fields.

2. Additional registration number may be added by clicking the | Add Regisiration Number | button.
3. When all fields are complete, click the button.
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CSOS Principal Coordinator/Alternate Coordinator Certificate Application

Section 1 - Applicant Information
Applicant Last Name

Applicant First Name

MI  Applicant SSN Number Applicant Bus. Phone

Applicant E-Mail Address

DEA Registration No. DEA Registration Name

Security Code (e.g. Mother's Maiden Name) Letters only. Remember this code to ensure proper identification when you call the Support Desk.

Applicant Business Address

City State Zip

[ Il

Section 2 - Applicant Classification

1. Are you applying as Principal Coordinator O Alternative Coordinator O

2. Do you also wish to obtain a CSOS Signing Certificate for signing controlled substance orders for the identified DEA Registrant(s)?

ves O No O

Section 3 - Applicant/Notary Signature
Please complete this section in the presence of a Notary on the printed application

Section 4 - DEA Registrant's Affirmation of Delegation of Coordinator
Organization Name

Orpanization Address

City State  Zip

[ Il

Last Name (Print)

Tirst Name (Print)

Section 5 - Applicant Signature
Please sign the printed application

Section 6 - Notary Acknowledgement
Please have a notary complete this section of the printed application

Add Addendum(s) |No. of Addendums: 0

| Generate PDF H Reset ‘

Figure 10: DEA 252

When prompted, save the PDF locally.

v W
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Important notes:

e All fields must be completed.

o The “Applicant” is the individual applying to be either the Principal or Alternate
Coordinator for the associated DEA Registration numbers and whom the Registrant for
those same DEA Registration numbers will authorize.

o The Applicant completes only one Form DEA-252. Additional DEA Registration numbers
may be listed on an Addendum Form DEA-254.

¢ As many addendums may be added as necessary.

e The Principal Coordinator is a required role for any DEA Registration participating in CSOS

e The Registrant may indicate on his/her Certificate Application (DEA-251) that he/she will
be the Principal Coordinator. In this scenario, only one other individual may enroll as
Coordinator, and must be the Alternate. The Registrant should not complete a Form DEA-
252.

e Coordinator Applicants requesting a CSOS Signing Certificate must provide a photocopy of
their letter granting Power of Attorney for controlled substance ordering issued by the
Registrant for the associated DEA Registration numbers.

o The Applicant Signature must be that of the Coordinator Applicant listed in Section 1 of this
Coordinator Certificate Application (DEA-252).

o The Notary is the individual notarizing Section 6 of this Coordinator Certificate Application
(DEA-252).

e This applicant signature must be by the Coordinator Applicant, who is the individual listed
in Section 1 of this Certificate Application (Applicant Last Name/Applicant First Name).

o Ifthis application is not signed, or is signed by the wrong person, the applicant will be
denied by DEA and returned to the applicant.

e Please reference the instructions included with the applications or contact DEA Diversion E-
Commerce Support for enrollment assistance. Phone: 1-877-DEA-ECOM, (1-877-332-3266)
or via E-mail: CSOSsupport@deaecom.gov.
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3.2.1 Add Addendum

Section 1 - Applicant Information
Application Last Name

Application First Name

MI Applicant SSN Number

O OO0 OO OO0O0

Section 2 - DEA Registration List

DEA Registrant DEA Registrant Name
No.

< | | |

| Add Registration Number |

| Save and Close Window || Cancel |

Figure 11: Add Addendum

1. Complete all available fields.
2. Additional registration number may be added by clicking the | Add Registration Number |button.
3. When all fields are complete, click the button.
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Power of Attorney Application / DEA-253

CSOS Power Of Attorney Certificate Application

Section 1
Applicant Last Name

Applicant First Name

MI  Apphicant SSN Number Applicant Bus. Phone

Applicant E-Mail Address

DEA Registration No. DEA Registration Name

Security Code (e.g. Mother's Maiden Name) Letters only. Remember this code to ensure proper identification when you call the Support Desk.

Section 2
This section to be completed in the presence of a Notary on the printed application

Section 3
Last Name (Print)

Tirst Name (Print)

Add Addendum(s) |No. of Addendums: 0

| Generate PDF || Reset |

vk W

Figure 12: DEA 253

Scroll to the bottom of the page, and complete all of the available fields.

Click the | Add Addendum(s) |[button, if necessary to add addendums (see section 3.1.1).
When all fields are complete, click the button to generate a PDF.
When prompted, save the PDF locally.

Print, sign, notarize, and send the completed for to address listed in section 3.6.

Important notes:

All fields must be completed.

The “Applicant” is the individual applying as a CSOS Power of Attorney for the associated
DEA Registration numbers and whom a Coordinator for those same DEA Registration
numbers will authorize.

The Applicant completes only one Form DEA-253. Additional DEA Registration numbers
may be listed on an Addendum Form DEA-254.

The Applicant lists him/herself as the Coordinator, or delegates this role to another
individual enrolling (or already enrolled) as Principal Coordinator.

As many addendums may be added as necessary.

The Principal Coordinator is a required role for any DEA Registration participating in CSOS
The Registrant may indicate on his/her Certificate Application (DEA-251) that he/she will
be the Principal Coordinator. In this scenario, only one other individual may enroll as
Coordinator, and must be the Alternate. The Registrant should not complete a Form DEA-
252.
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e Coordinator Applicants requesting a CSOS Signing Certificate must provide a photocopy of
their letter granting Power of Attorney for controlled substance ordering issued by the
Registrant for the associated DEA Registration numbers.

e This applicant signature must be by the Power of Attorney Applicant, the individual listed in
Section 1 of this Certificate Application (Applicant Last Name/Applicant First Name).

e This coordinator signature and name must be that of a CSOS Coordinator for the associated
DEA Registration numbers.

o Ifthe application is not signed, or is signed by the wrong person, the applicant will be
denied by DEA and returned to the applicant.

o Please reference the instructions included with the applications or contact DEA Diversion E-
Commerce Support for enrollment assistance. Phone: 1-877-DEA-ECOM, (1-877-332-3266)
or via E-mail: CSOSsupport@deaecom.gov.

3.3.1 Add Addendum

Section 1 - Applicant Information
Application Last Name

Application First Name

MI Applicant SSN Number

O OO0 OO OO0O0

Section 2 - DEA Registration List

DEA Registrant DEA Registrant Name
No.

= | | |

| Add Registration Number |

| Save and Close Window || Cancel |

Figure 13: Add Addendum

1. Complete all available fields.
2. Additional registration number may be added by clicking the | Add Registration Number | button.
3. When all fields are complete, click the button.
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3.4 Addendum Form DEA-254 and Bulk Enrolilment

Unlike DEA Forms 251, 252, and 253, DEA 254 must be downloaded and printed first before it is
completed.

3.4.1 Registrant List Addendums

The CSOS Certificate Registrant List Addendum, Form DEA-254, may be attached to any CSOS
Certificate Application (DEA-251, DEA-252, or DEA-253) for the purpose of associating the
individual CSOS Applicant with additional DEA Registration numbers. The Addendum form is
simply an attachment to an existing CSOS Certificate Application form/package.

Up to five (5) Addendum forms may be submitted allowing for the listing of 50 DEA Registration
Numbers. If the applicant is associated with more than 50 DEA Registration numbers, he/she may
bulk enroll as explained in the “Eligibility for Bulk Enrollment” section of this Subscriber Manual.

3.4.1.1 Addendums for Registrants

Please keep in mind that a separate CSOS Signing Certificate will be issued for each DEA
Registration number indicated by the Registrant. Registrant Applicants should only enroll in the
CSOS Program if the Applicant signs controlled substance orders or is to be the
administrator/coordinator for his/her associated DEA Registration numbers. Additionally, bulk
enrollment is not recommended for any Registrant Applicant.

3.4.1.2 Addendums for Coordinators

Coordinator Applicants typically request to be the CSOS Coordinator/Administrator for multiple
DEA Registration Numbers. This scenario is ideal for organizations with multiple DEA Registration
numbers where the Coordinator Applicant(s) performs an administrative role and does not sign
controlled substance orders. Please keep in mind that if the Coordinator Applicant requests a CSOS
Signing Certificate, one Certificate will be issued for each DEA Registration number associated with
the Coordinator’s Application package.

3.4.1.3 Addendums for POAs

POA Applicants should use Addendum forms to indicate additional DEA Registration numbers for
which the applicant requires a CSOS Signing Certificate for electronic ordering of controlled
substances. One CSOS Signing Certificate is issued to the approved applicant for each DEA
Registration number indicated on the applicant’s form DEA-253 and addendum form DEA-254.
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3.4.2 DEA-254 Section 1 — Applicant Information

Enter the information of the CSOS Applicant. The Applicant name must be typed as it appears in
Section 1 of the corresponding applicant’s form DEA-251, DEA-252, or DEA-253. All fields are
required.

Applicant Last Name

Applicant First Name

MI Applicant SSN Number

Addendum |:| of I:l

Figure 14: DEA-254 Section 1 - Applicant Information

3.4.3 DEA-254 Section 2 — DEA Registrant List

List the DEA Registration Number and DEA Registrant Name for each Registration the applicant is
to be associated with. The Registration (number and name) appearing in Section 1 of the associated
form DEA-251, DEA-252, or DEA-253 should not be included in this list.

DEA Registration No. DEA Registrant Name
| | | |
DEA Registration No. DEA Registrant Name
| | | |
DEA Registration No. DEA Registrant Name

| |
DEA Registration No. DEA Registrant Name
| | | |
DEA Registration No. DEA Registrant Name
| | | |
DEA Registration No. DEA Registrant Name
| | | |
DEA Registration No. DEA Registrant Name
| | | |
DEA Registration No. DEA Registrant Name
| | | |
DEA Registration No. DEA Registrant Name
| | | |
DEA Registration No. DEA Registrant Name
| | | |

Figure 15: DEA-254 Section 2 - Registrant List
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3.4.4 DEA-254 Section 3 — Applicant/Notary Signature

Section 3 must contain the signature of the CSOS Applicant. This is the individual named in Section
1 of this form DEA-254 as well as in Section 1 of the associated Certificate Application form DEA-
251, DEA-252, or DEA-253.

Registrant and Coordinator applicants must have Section 3 of this DEA-254 signed by the notary
who completed either Section 3 of the DEA-251 or Section 6 of the DEA-252. Power of Attorney
applicants must have Section 3 signed by a CSOS Coordinator for the associated DEA Registration
numbers.

Applicant Signature Date

This form will be denied and returned if not signed and dated by the applicant listed in Section 1 of this form.

Notary/CSOS Coordinator Signature Date

This form must be signed and dated by the Notary Public who notarized the accompanying Form DEA-251 (for Registrants) or DEA-252 (for Coordinators).
Alternately, if applying as a CSOS Power of Attorney with accompanying form DEA-253 (for CSOS POA's), this Addendum form must be signed and dated by
the applicant's CSOS Coordinator.

Figure 16: DEA-254 Section 3 - Applicant/Notary Signature

3.4.5 Eligibility for Bulk Enrollment

Applicants requesting to be associated with more than 50 DEA Registration numbers must enroll in
the CSOS Program using bulk enrollment. Bulk enrollment replaces the use of Addendum forms to
accommodate organizations that need to obtain a large volume of CSOS Certificates associated with
a single applicant. The applicant should contact DEA Diversion E-Commerce Support at 1-877-
DEA-ECOM (1-877-332-3266) before submitting a bulk enrollment application.

Bulk Enrollment may be used only when a single applicant is to enroll in the CSOS Program and be
associated with more than 50 DEA Registration numbers for administrative or ordering purposes.
Additionally, the organization must currently participate in the DEA Chain Renewal program. More
information about this process can be found at the following Web page:

e Bulk Enrollment Procedure: www.DEAecom.gov/BulkCrt.html
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3.5 Required Attachments

The CSOS Certificate Application is only one of the documents required for CSOS Enrollment. The
final page of each CSOS Certificate Application includes a checklist of the required supporting
documentation. The following table is a summary of the required documentation for each
Certificate Application.

Table 1: Required Documentation

Registrant Coordinator POA

B FORM FORM FORM Each applicant should only

Apfg‘léiirtion 2 5 1 2 5 2 2 5 3 submit one application form

N/A Coordinator and POA
Authorized Not PY b_y Certificate applications must
required Re%lzs;;ant Coofggéator be authorized as instructed
section 4) section 3)
N/A Registrant and Coordinator
Notarized (252 Not Certificate Applications must
(2_51 Section 3 required be notarized as instructed
Section 3)
and 6)
Two forms of identification
are required:
1. A government issued
- photo ID (Driver’s license or
Identification passport)
hotocopies
P P 2. A secondary form of ID
(pharmacist license, work ID
badge...)
DEA A photocopy of the DEA
et ; : N/A Registration Certificate
Cegrtificate Not (Form DEA-223) is required
. required for each DEA Registration
photocopies number
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Power of N/A : See
Attorney - Required if www.DEAecom.gov/poa.html
letter 0 ; for more information about
required ~ requesting
photocopy q signing Power of Attorney letters
authority

3.6 Mailing Address

Please mail complete application packages to the following address:

Drug Enforcement Administration

Attention: Sterling Park Technology Center / CSOS
8701 Morrissette Drive

Springfield, VA 22152

3.7 Application Package Processing
DEA’s CSOS Registration Authority (RA) is responsible for processing CSOS Application packages.

This processing involves the validation of all applicant and organization information and the
adjudication of the applicant’s identity and authority for controlled substance ordering.

3.7.1 RA Process

Once the RA receives the application package, the following process takes place:

e The RA adjudicates the applicant and validates the submitted information against DEA
database information.

o The RA will notify the applicant via E-mail of issues requiring correction, such as incomplete
application information.

Application packages will be denied by DEA and returned to the applicant in the following
scenarios:

e The application has not been properly signed:

e Asignature is missing

e The signature is not of the requested individual

e The application has not been notarized (excludes DEA-253)

e The applicant has been notified of incomplete documentation and has not submitted the
requested documentation within 45 days

Note: DEA will never request that an individual’s full Social Security Number (SSN) be provided
over the phone or via email. The last 4 digits of the SSN, and the security code assigned during the
application process however, may be used to authenticate identity.
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3.7.2 Enrollment Approval and Certificate Issuance
Upon approval, DEA sends the applicant one E-mail and one postal mailed document for each CSOS

Certificate issued. These Activation Notices are to be used by the applicant for retrieving his/her
CSOS Certificate(s) via DEA’s secure certificate retrieval Web page.

For each CSOS Certificate issued:

e An Access Code is sent to the applicant via E-mail from regauth@DEAecom.gov to the E-
mail address provided on the application

e An Access Code Password, a Web site address for Certificate retrieval, and Web site log in
information, is sent via postal mail to the Coordinator, whose address was provided on the
Coordinator application. The Principal Coordinator must forward the unopened mailed
document to the Registrant.

After receiving the retrieval information, the subscriber (certificate owner) accesses DEA’s secure
certificate retrieval Web site to retrieve his/her CSOS Certificate(s). Instructions for retrieving CSOS
Certificates are provided in Section 4 of this Subscriber Manual.
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4.0 Certificate Retrieval

Retrieving (synonymous with activating) a CSOS Certificate creates the digital certificate and stores
it in the Internet browser (i.e. Internet Explorer). This certificate may remain in the browser until
ordering software is installed on the computer.

LY
B

24 Activate CSOS Certificates on the computer that will be used for electronic ordering of
controlled substances. Certificates may be transferred to other computers. To place an
electronic order, the certificate will need to be present on the ordering computer.

2% Use only Internet Explorer or Firefox browsers. Please contact DEA Diversion E-
Commerce Support if this is an issue.

2% Only the owner of the certificate may retrieve it.
A% Certificates may only be retrieved once.

Do not disclose the Certificate’s password to anyone.

This section discusses the technical requirements and processes for retrieving a CSOS digital
certificate. Certificates may be retrieved once the applicant has received an E-mail and a mailed
activation notice for the Certificate. One E-mail and postal mailed document pair will be sent for
each Certificate.

1. CSOS Signing Certificate activation notices contain a DEA Registration number. The E-mail
and postal mailed document should be matched based on the certificate owner’s name and
the DEA Registration number.

2. (CSOS Administrative Certificate activation notices do not contain a DEA Registration
number. The postal mail document contains an Admin Cert ID Number rather than the

DEA Registration number, while the E-mail activation notice contains an Organization ID
#.

4.1 Subscriber Certificate Retrieval Instructions

Once the certificate activation notices have been received, the subscriber (owner of the CSOS
certificate) must access DEA’s secure certificate retrieval Web site and retrieve his/her certificates.
Incorrect certificate retrieval may result in an invalid certificate or may compromise the security of
the certificate, so please read the instructions in this section carefully.
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4.1.1 Policy Agreement

The owner of the certificate is required to review the following policy information and click I
Accept to indicate that he/she understands and agrees to comply with the stated policy.

Welcome to the CS0S Certificate
Retrieval Web site

You are about to retrieve your personal digital certificate, which allows you to digitally sign (approve)
electronic orders for controlled substances.

Please note that this certificate is a personal online identity and therefore it must be protected, as
required by the CS0S Subscriber Agreement that you accepted when enrolling in the CSOS Program.

To protect your digital certificate and your identity, federal law requires that:

= The certificate be retrieved and used only by its owner, who is the individual listed on the
activation notices sent by DEA;

» The certificate's password, which is created by the owner during retrieval, must be set
only by the certificate’s owner without any other individual having knowledge of the
password.

Mo one, including your wholesaler, co-workers, family, company, or DEA is authorized to know your
password. Also, please note that this password is not provided by DEA.

Failure to abide by the C50S Subscriber Agreement and the Code of Federal Regulations will result in
DEA revoking (denying) your ability to place electronic orders.

Reguired Security Settings for IE 11, Please read.

e

Figure 17: Policy Agreement

4.1.2 Trust Setup
DEA’s CA has two CA Certificates:

e Root CA Certificate
e Sub CA Certificate

Install the Root CA and Sub CA certificates as documented on the side panel of the Web page and in
the following steps. These CA certificate installations are required once per ordering computer. If
you are unsure whether the certificates have been installed, you may do so again since there is no
harm in installing the CA certificates multiple times.

When finished, click the Click to continue after installing all DEA CA Certificates button at the
bottom of the screen.

4.1.2.1 DEA E-Commerce Root CA Certificate
1. Click Install the Root CA Certificates.

Before using your personal CS0OS Certificate(s), both of DEA's CA Certificates must be installed.
Installing DEA's CA Certificates allows your computer to trust your personal CS0S Certificate(s).
Instructions may be found on the right side of the screen.

@ Root CA Certifi Install the CS0OS Root CA

@ SubCA Certificate:  Install the CS0S Sub CA

‘ Click to continue after installing the DEA CA Certificates |

Figure 18: Install Root CA Certificates
2. Atthe prompt, click Open.
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Do you want to open or save RootCA10042036.cer (1.68 KB) from deaecom.gov?

| Open H Save "H Cancel ‘ch

Figure 19: Open File Download

3. Atthe Certificate window on the General tab, click Install Certificate.

General | Details I Certification Path

éﬂ | Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: E-Commerce Root CA

Issued by: E-Commerce Root CA

valid from to

tl.nsia]l Cerﬁﬁczte‘..l | Issuer Statement

Learn more about Eerfificated

[ x|

Figure 20: Install Certificate

4. Atthe Certificate Import Wizard screen, click Next.

Certificate Import Wizard =5

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

| < Back |l Next = I[ Cancel

Figure 21: Install Certificate Wizard
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5. Atthe Certificate Store, verify that the Automatically select the certificate store based on the
type of certificate option is selected and click Next.

-
Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate,

@ Automatically select the certificate store based on the type of certificate

() Place all certificates in the following store

Certificate store:

| | Browse...

Learn more about certificate stores

| <Back || Next> | | cancel

Figure 22: Automatically Select Certificate Store

6. Atthe Completing the Certificate Import Wizard, click Finish.

= ™
Certificate Import Wizard M

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

Certificate Store Selected W-WiahE] e [ STyl ki
Content Certificate

Figure 23: Complete Certificate
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7. (If prompted) At the Security Warning prompt, select Yes if the Thumbprint value matches
the value below.
e Thumbprint Root CA1:
C0D3945D EAE19780 C8580A98 72FE94DF A323745B

The Thumbprint is used to verify the authenticity of the E-Commerce Root CA 2 certificate. If the
values do not match click No and please contact the Support Desk at 1-877-DEA-ECOM (1-877-
3266) or via E-mail: CSOSsupport@deaecom.gov.

8. Click OK at the prompt.

.
Certificate Import Wizard l&]

Figure 24: Import Successful

4.1.2.2 CSOS Sub CA Certificate Installation
1. Click Install the Sub CA Certificates.

Before using your personal CSOS Certificate(s), both of DEA's CA Certificates must be installed.
Installing DEA's CA Certificates allows your computer to trust your personal CS0S Certificate(s).
Instructions may be found on the right side of the screen.

@ Root CA Certificate: Install the CS0S Root CA

@ SubCA Certificate:  Install the CS0S Sub CA

Click to continue after installing the DEA CA Certificates

Figure 25: Install CSOS Sub CA Certs

2. Atthe File Download screen, click Open.

Do you want to open or save SubCA10042026.cer (1.87 KB) from deaecom.gov? Open Save - Cancel

Figure 26: Open file download
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3. Atthe Certificate window on the General tab, click Install Certificate.

ah Certificate x

General petails Certification Path

éa Certificate Information

This certificate cannot be verified up to a trusted
certification authority.

Issued to: CSOS CA

Issued by: E-Commerce Root CA

valid from 10/4/2016 to 10/4/2026

|nstall certificate. . | [ Tssuer Statement |

.

Figure 27: Install Certificate
4. Atthe Certificate Import Wizard screen, click Next.

Certificate Import Wizard =5

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains infarmation
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

| < Back |I MNext = ][ Cancel

Figure 28: Certificate Import Wizard
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5. Atthe Certificate Store, verify that the Automatically select the certificate store based on the
type of certificate option is selected and click Next.

-

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

@ Automatically select the certificate store based on the type of certificate!

(") Place al certificates in the following store

Certificake store:

| | Browse...

Learn more about certificate stores

[ <Back | mext> | [ cancel

Figure 29: Certificate Store

6. Atthe Completing the Certificate Import Wizard, click Finish.

Fio ™
Certificate Import Wizard (et 3]

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

0=l e el t= =l Automatically determined by t
Content Certificate

Figure 30: Finish Certificate Import
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7. Click OK at the prompt.

"
Certificate Import Wizard M

Figure 31: Successful Import

8. Click OK to close the Certificate window.
9. Click the Click to continue after installing all DEA CA Certificates.

Before using your personal CS0S Certificate(s), both of DEA’s CA Certificates must be installed.
Installing DEA's CA Certificates allows your computer to trust your personal CSOS Certificate(s).
Instructions may be found on the right side of the screen.

@ Root CA Certificate: Install the CS0S Root CA

@ SubCa Certificate:  Install the CS0S Sub CA

Click to continue after installing the DEA CA Certificates

Figure 32: After Install

4.1.3 Web site login

What computer are you using?

As each CS0S Certificate may only be retrieved once, save time by retrieving your C50S
Certificate(s) on the computer that you will be using for electronic ordering.

First time retrieving?

A retrieval demonstration and instructions are located by the star on the right side of this
screen. Please review either the demonstration or the instructions before proceeding.

@ Certificate Activation Information:

You will need to locate the following items before continuing:

« Access Code - located in the E-mail from regauth@DEAEcom.gov
« Access Code Password - indicated on the mailed document from DEA

In your browser Security settings enable "Run ActiveX Controls and Plug-Ins”

@ Secure Log in Information:

After clicking the "Retrieve a CS0S Certificate™ button you will be prompted for a
Username and Password. Please use the Website Username and Website Password on Step
2 (in blue text) of the mailed document from DEA.

Retrieve a CS0S Certificate

Figure 33: Web site Login
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4.1.3.1 Certificate Activation Information

In order to retrieve your CSOS certificate, the following items will be needed:

e Access Code - located in the E-mail from regauth@DEAEcom.gov
e Access Code Password - indicated on the mailed document from DEA

Each certificate has a unique Access Code and Access Code Password. If you have received multiple
postal mailed activation notices, then there are multiple certificates to retrieve, each with a
different Access Code and Access Code Password.

Match each Certificate's Access Code (the E-mail) with its corresponding Access Code Password
(the postal mailed document) using either the DEA Registration number or the Admin Cert ID
number located in both the E-mail and Step 1 of the postal mail activation notice.

4.1.3.2 Step Two: Secure Log in Information
1. Click the Retrieve a CSOS Certificate button.
2. Enter the Web site Username and Web site Password from Step 2 of the postal mailed
activation notice from DEA. The Password is cAsE sEnSiTiVe and may contain special
characters such as @, #, and $.

IMPORTANT INFORMATION ON ACTIVATING YOUR CSOS CERTIFICATE DE A Diversion E-Commerce Support
Com bine this inform ation with the access code youreceived via E-Mail for this DEA Registration E-Mail:
Num ber. Please retain this document for future management of vour certificate. kcsossupport @DEAecom OOV
Name: JOHN SMITH
E-Mail address: JOHNSMITH@INTERNET.COM
CSOS Account Number: 1234
Certificate Serial Number: N123456789012
CA Thumbprint (SHA-1): F2319064 T132A900 E634BADF 2A8F35A90 SBD383D7
Step 1 — Locate your E-Mail containing this same DEA Registration Number
DEA Registration Number: XX1234567
Step 2 — Use this information to log in to the DEA E-Commerce Certificate Retrieval Web page
Web site Address: =Web site Address>
Web site Usemame: <Web site Username=
Web site Password: <Web site Password> (case sensitive)
Step 3 — Use this Access Code Password, along with the Access Code from yvour E-Mail to activate your certificate
Access Code Password: <Access Code Password=

Figure 34: Web site Username and Password

Windows Security lﬂ
—

The server www.deaecom.gov is asking for your user name and password.
The server reports that it is from www.deaecom.gov,

| User name |

| Password |

[T] Remember my credentials I

[ QK l [ Cancel

Figure 35: Enter Web site User Name and Password

32 | Controlled Substance Ordering System, Unlimited Distribution



September 14, 2020

4.1.3.3 Enter Certificate Activation Information

@ Enter Certificate Activation Information

Please enter the Access Code (from E-mail) and Access Code Password (from the postal mailed document)
that you received from DEA.

@ Access Code: |

@ Access Code Password: |

[ Submit Request | Start Over

Figure 36: Enter Cert Activation Information

1. Enter the Access Code for this certificate. The Access Code may be found in the E-mail
from DEA (regauth@deaecom.gov ) and is specific to this certificate only.

2. Enter the Access Code Password for this certificate. The Access Code may be found in
Step 3 of the postal mailed document from DEA and is specific to this certificate only. The
Access Code Password is a combination of numbers and letters separated by dashes (the
dashes are optional).

IMPORTANT INFORMATION ON ACTIVATING YOUR CSOS CERTIFICATE DE A Div ersion E-Commerce Support
Combine this inform ation with the access code youreceived via E-Mail for this DEA Registration E-Mail:
Number. Please retain this document forfuture management of vour certificate. CSOSSU‘D‘DOH@DEAECOIII L0V

Name: JOHN SMITH

E-Mail address: JOHNSMITH@INTERNET.COM

CSOS Account Number: 1234

Certificate Serial Number: N123456789012

CA Thumbprint (SHA-1): F2319064 T132A900 E634BADF 2ASF35A95BD383D7

Step 1 — Locate your E-Mail containing this same DEA Registration Number

DEA Registration Number: XX1234567

Step 2 — Use this information to log in to the DEA E-Commerce Certificate Retrieval Web page

Web site Address: =<Web site Address=

Web site Username: =Web site Username=

Web site Password: <Web site Password:>_(case sensitive)

Step 3 — Use this Access Code Password, along with the Access Code from your E-Mail to activate your certificate

Access Code Password: =Access Code Password>

Figure 37: Enter Access Code

3. Click the Submit Request button.
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Internet Explorer 11 Certificate Creation Steps

1. Click the Yes button at the Potential Digital Certificate prompt.

-
‘Web Access Confirmation

===

. This Web site is attempting to perform a digital certificate operation on
-_l_s your behalf:

https:/fwww.deaecom.gov/cda-cgi/clientcgi.exe?action=browserCert

i You should only allow known Web sites to perform digital certificate
operations on your behalf.
Do you want to allow this operation?

Figure 38: Potential Digital Certificate

2. 4 Click Set Security Level.

Setting the Security Level will allows for a personal password to be entered to protect the
certificate. This password ensures that only the owner of the certificate may use it for electronic

ordering.

Creating a new R5A signature key

oS |

An application is creating a Protected item.

CryptoAP| Private Key

Security level set to Medium Set Security Level...

[ ok

]’ Cancel ][ Details... ]

Figure 39: Set Security Level

3. Change the security level to "High" and click the Next button.

r ™
Choose a Security Level N — M

Choose a security level appropriate for this tem.

Request my pemmission with a password when this
item is to be used.

() Medium
Request my pemmission when this item is to be used.

cBack || Net> | [ Cancel

Figure 40: Change Security Level
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4. Enter the name of the certificate owner in the "Password for" text box. This text box will
often be grayed out and no text can be entered, which is OK. Create a password of your own
to protect the certificate and enter it in the "Password" and "Confirm" text boxes. Once the
password has been entered, click the Finish button.

I This password is to be entered by the owner of the certificate and must not be shared
with anyone. The password is CaSe SenSiTiVe and must not be forgotten.

Create a Password Iﬁ

Create a password to protect this tem.

Create a new password for this tem.

Password for:

Password:

Confirm:

<Back | Fnish | [ Cancel

Figure 41: Create New Password

5. The security level has been set to High. Click the OK button to continue.

Web Access Confirmation I 3 J

This Web site is attempting to perform a digital certificate operation on
I % your behalf:

https:/fwww.deaecom.gov/cda-cgi/clientcgi.exe?action=browserCert

You should only allow known Web sites to perform digital certificate
operations on your behalf.
Do you want to allow this operation?

Yes |

Figure 42: Add/Retrieve Certificates Prompt

6. The below screen indicates that the certificate has been successfully retrieved. This means
that the certificate has been created and installed on the computer. At this point, contact
your wholesaler or software vendor, or retrieve additional certificates.
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You Rave swoldttully mtnaved your C505 Cemhcate, This carthcata cin be wied B
;---l securely pderify puu:rulﬂ' withan e CS0S progpresm . Pleass nobe that this dgibal

o o=t cprtficate has been instaflled on this computer and may nat be retnewed/adivated
I .

~fuccessiul 505 Certificate
=

2% This Certificaie is for use only by the dedividesl subsoriber veho |5 enrolied |n the
CS0% program awl mamed in the certificate. any other indodwal regquirmg the abiity
iy g0 electronic prders for controlled substarces must ermoll in tha CS0E magram to
request hisfher own CS05 Cartficate]s).

l Faluin & main page || Redneve anolher C50S Cerbonta |

Figure 43: Successful Certificate Retrieval

4.1.4 Firefox 52 and Greater Certificate Creation Steps

Firefox version 52 and above downloads certificates to a password protected file in the users
Downloads directory. If required to load the certificate into the Microsoft Certificate store, click the
downloaded .p12 file and complete the Certificate Import Wizard.

4.1.5 Enter a File name and Password

1. Enter a descriptive filename in the .p12 File name box.
2. Enter a new password and confirm the password.
3. Click the “Download the certificate as .p12 file” link.

@ Download Certificate

Enter a File Name and Password - the process will create a .p12 file with the selected
name in your Downloads directory. You can leave out the extension, and a .p12 extension
will automatically be added. If you leave this field blank, a default value of 'user.p12’ will be used.

P12 File name: I |

P12 Password:

Confirm Password:

Download p12 file. It will be saved to your Downloads folder.
Download certificate as P12 file

Figure 44: CSOS Certificate Retrieval
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4.1.6 Save the Certificate to a .p12 File

The Open Dialog will display.

Select Save File. Will be selected by default

Open Dialog Box will close and Successful CSOS Certificate will display.

88 csos centicate Reviec [N

w N =

i ' yp—
han s — bt — s e pe— il L T e
HL; e B e e — - — - B L S il - ‘
et = = ;
R — -’Jn‘_‘-_'-_.‘_'ﬁucr_:ess ful CS0S Certificate

=== retreval

You have succedtully retnoved your CS05 Cetfcats. This corthcale cin be wiad bo
wnid sEcirely ideritly yourssl within the CS05 progream. Pleass nobe that this dgkal
im cortficate has besn instaflled on this computer and may mat be retmgved/adivabed
o "0

23 This Certificaie is for use only by the indivigesl subsoriber who Is eneolied I the
C50% program awd mamed in the certificate. 2ry other indivodwal requinng the abiity
0 510 electronic drders for controlled substarces must ndoll i the CS0S wagram
request his/her own CS05 Carpficate(s)

| Fatuin ko main pege || Rewmeve neother G505 Cenbons |

Figure 45: Firefox Successful Retrieval

4.2 Certificate Export

Purpose: These certificate export instructions may be used to copy a certificate from the Internet
Explorer certificate store. Once the certificate has been exported, it may be backed up, transferred
to another computer, or imported into the certificate store of the ordering software.

" The owner of the certificate is required to be present for certificate export and is the only
person authorized to enter the certificate’s password. Certificates exported without the owner
present are subject to certificate revocation by DEA.

1. Open Internet Explorer.
2. Open the Tools menu and select Internet Options.

Print 2
File 3
Zoom (100%) 3
Safety 3
Add site to Start menu

View downleoads Ctrl+)

Manage add-ons

F12 Developer Tools

Go to pinned sites
Cornpatibility View settings
Report website problems
Internet options

About Internet Explorer

Figure 46: Open Internet Options

3. Switch to the Content tab and click the Certificates button.
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4. Select the CSOS Certificate to export and click the Export button.
CSOS Certificates are issued by “CSOS CA.”
CSOS Administrative Certificates expire three (3) years from the date of issuance.

Internet Options

2|

" General I Secm'itvl Privacy ~Content | Connections Programsl Advanced I

Content Advisor

Ratings help you contrel the Internet content that can be

viewed on this computer.

E? Enable... Ml Settings

Certificates

Use certificates for encrypted connections and identification.

Clear 55L state

Publishers I

AutoComplete

o

on webpages and suggests matches
for you.

Feeds and Web Slices

% AutoComplete stores previous entries Settings |

@ Feeds and Web Slices provide updated Settings |
f] content from websites that can be

read in Internet Explorer and other
programs.

OK | Cancel |

Apply

Figure 47: Open Certificates Dialog

Certificates

Intended purpose: <All>

X

~

Personal Other People Intermediate Certification Authorities Trusted Root Certification| * | *

Issued To Issued By Expirati... Friendly Name

3l John Smith C505CA 9/14/2021 <None>

Bl John Smith CS0S CA 7/2/2019  <None>

Import... Export... Remove Advanced

Certificate intended purposes

View

Figure 48: Export Certificates
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CSOS Signing Certificates expire when the associated DEA Registration expires.
For a more detailed explanation of identifying certificates, see “Identifying CSOS
Certificates.”


Tripoli, James
For Figure 48, need new screenshot with current expiration dates 3 years from now. Expiration 2023 for John Smith


September 14, 2020

Please note: The certificate names used in this example will vary from what appears on your
computer.

5. Atthe Certificate Export Wizard screen, click Next.

x
Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

Cancel

= Back

Figure 49: Certificate Export Wizard

6. Verify that “Yes, export the private key” is selected and click Next.

If the “Yes, export the private key” option is not available, please contact DEA E-Commerce Support.

Certificate Export Wizard x|

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

£~ Ng, do not expart the private key

Learn more about exporting private keys

< Back I Mext = I Cancel

Figure 50: Verify Export

7. Select "Include all certificates in the certificate path if possible” and only “Export all
extended properties...” then click the Next button.
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Certificate Export Wizard x|

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:
€ DER encoded Binary %509 (,GER)
" Base-£4 enooded|x, 5091 GERY
{7 Cryptographic Message Syntax Standard - PKES &7 Certificates (,F7E)
™| Include all certificates in the: certification pathif possitle
' personal Information Exchange - PKCS #12 (.PFX)
¥ Indude all certificates in the certification path if possible

[~ Delete the private key if the export is successful

¥ Export all extended properties;

{° Wicrosoft Serialized Certificate Stare (L 55T)

Learn mare about certificate file formats

< Badk I Mext = I Cancel

Figure 51: Export File Format

Notes:
e Including all certificates in the certificate path will store the E-Commerce Root and CSOS
Sub CA certificates (if found in this certificate store) with the exported PFX certificate file.
o Deleting the private key will render the certificate on the local computer useless. The only
valid certificate with the private key will be embedded in the PFX. If lost, corrupted, or
incorrectly exported, a new certificate will need to be re-issued by CSOS.

8. Type and confirm a backup password for the certificate.

This step allows for a backup password to be created for protection of the exported certificate file
(PFX file). The owner of the certificate must enter this password and be the only person to know it.
The password created may be the same as the certificate’s private key password, which was created
during retrieval.
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Certificate Export Wizard |

Password
To maintain security, you must protect the private key by using a password.

Type and confirm a passwaord.

Password:

Type and confirm password {mandatory):

< Back I Mext = I Cancel

Figure 52: Backup Password

1) Only the owner of the certificate may enter and have knowledge of this password.

The following error will be received if the typed Confirm password text does not match the
password:

Certificate Export Wizard x|

The passwords do not match, Make sure the passwords are the
same,

Figure 60: Backup Password Error Prompt
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9. Atthe File to Export screen, click Browse.

Certificate Export Wizard x|

Fila to Export
Specify the name of the file you want to export

File name:

|| Browse... |

< Back I [dext = | Cancel

Figure 53: Browse for File to Export

10. Select a location to export the file to.

e To save the file to the desktop, switch the 'Save in' drop down list to Desktop.
o The certificate may be exported to a different location, but if transferring the certificate
to another computer, exporting to the Desktop first is recommended.

£ save As x|

@(j)v |' B=p o hd |glj I Search Desktop 2]

Organize v  Mew folder 3 @

_ =l 'L-‘ Computer :I
{ Favorites
L= System Folder

P Desktop
Downloads Cr
l‘?’ Recent Pl a Netwark
(=i Recent Places L System Folder
7l Libraries
3 Documents
J’. Music

Pictures
=) | Current Info
B videos I File folder

cd
l File folder

M Computer
&, system () _
— New Volme 037 =l
File name: I j

Save as type: |[REEE]

Email
l File folder

= ride Folders| sve | Cancel |

Figure 54: Select Export Location

11. Enter a name for the Certificate file in the 'File name:' field and click Save. Naming the
certificate is very important for identification purposes since the data in the certificate will
not be visible when the certificate is in the form of a PFX file. For this reason, certificates
with vague names are difficult to manage.

o Signing Certificates should be named using one of the following naming conventions:
o CSOSOrdering or JohnOrdering
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o CSOSSigning or JohnSigning
o John_AB1234567 (please use when the subscriber has multiple certificates for
multiple DEA Registration numbers)
e Administrative Certificates should be named using one of the following naming

conventions:
o (CSOSAdmin or JohnAdmin

£ save As x|
S =
GL)V |- Desktop - - m I Search Desktop
Organize *  MNew folder == - @
_ . 1= [ | Computer ;I
.Q-Fa\mntes ¢k System Folder
Desktop "

- Libraries

j od

f] Documents File: folder
J’ Music

[/ Pictures

Current Info
File folder

B videos i

1% Computer
ﬂ_“’, System (C:)
. New Yohume 03

Email
File: folder

4 Downloads b Y Network
- etwor
il Recent Places | System Folder

Ll

(3 =¥at0 = PohnSigning -
Save as type: IPersonaI Information Exchange (*.pfx) j
= Hide Foldersl Save I Cancel |
4

Figure 55: Name Certificate

12. Verify that the 'Save as type' option is set to "Personal Information Exchange (*.pfx)". Click

Save.
13. Back at the File to Export screen, click Next.

Certificate Export Wizard - x|

File to Export
Spedfy the name of the file you want to expart

File name:

| C:\Users\ jsmith\Desktop\JohnSigning.pfx Browse... |

Cancel

Figure 56: Confirm File to Export
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14. At the Completing the Certificate Export Wizard screen, click Finish

Certificate Export Wizard )

Wizard

‘fou hawve successfully completed the Certificate Export
wizard.

‘fou have specified the Following settings:

Completing the Certificate Export

File Mame Ci\Doc
Export Keys Yes
Include all certificates in the certification path  es
File Format Persan

x|

= Back. I Finish I

Cancel

Figure 57: Complete Wizard

15. The Exporting your private exchange key! Screen will vary depending on whether the
certificate has a password or not. If there is no password on the certificate, simply click OK.
If there is a password, you will be required to enter it here before clicking OK.

e Do not select the Remember password option check box.

e Only the owner of the certificate is authorized to enter and have knowledge of this

password.

e This password is cAsE sEnSiTiVe. If unable to remember this password, please attempt
all passwords that are typically used by the subscriber. Contact DEA Diversion E-

Commerce Support if unable to export.

Exporting your private exchange key

An application is requesting access to a Protected item.

Password for:
CryptoAP Frivate Key fi
[~ Bemember password

o]

Cancel | Details...

x|

Figure 58: Type Password

16. At the The export was successful screen, click OK.
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Certificate Export Wiz x|

The export was successful,

Figure 59: Successful Export

If an error is received, then the private key password was not entered correctly. Remember, this
password is case sensitive and was set during initial retrieval.
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4.3 Certificate Verification Steps

Once the certificate is downloaded, the Subscriber data in the certificate may be verified for
accuracy. Verification may be done using available commercial Public Key Infrastructure (PKI)
ordering system software applications. Contact the DEA Diversion E-Commerce Support if you
require assistance.

The certificate extensions described in this document are defined in the DEA certificate profile. The
DEA certificate profile can be obtained from the DEA Diversion E-Commerce Web site at
http://www.DEAecom.gov/pki_cert_crl.pdf.

The following six extensions have been added to a standard X.509 certificate to support DEA
business requirements. CSOS Signing Certificates contain data for each of these six extensions,
while CSOS Administrative Certificates do not contain any information associated with a DEA
Registration.

¢ DEA Certificate Version Number Information — This extension is to provide version
control and identification for any future technology advancements.

¢ DEA Registrant Name — Identifies the name of the DEA registrant associated with the
certificate.

+ DEA Valid Schedules — Identifies the DEA controlled substance schedules that the holder
of the certificate is authorized to handle.

+ DEA Business Activity — Identifies the DEA business activity of the associated DEA
registration.

+ DEA postal Address — Identifies the place of business that is registered with the DEA for
the respective DEA registration number identified in the DEA registration number
extension.

¢ Hashed DEA Registration Number- Secure Hash Algorithm, Version 2 (SHA-2) —
Identifies the hashed DEA number associated with the certificate.

To interpret DEA extensions the following steps should be followed:

¢ View/Open the certificate
e View the DEA schedule extension in the certificate
e Decode the value of the DEA schedule extension
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4.3.1 View/Open the certificate

A CSOS Certificate must be opened in order to view the data it contains about its owner and
associated DEA Registration.

1. Open Internet Explorer on the computer used to retrieve the certificate, or the computer
that the certificate is currently installed on.
2. Open the Tools menu and select Internet Options.

Print

File

Zoom (100%)
Safety

* v v

Add site to Start menu

View downleoads Ctrl+]
Manage add-ons

F12 Developer Tools

Go to pinned sites

Compatibility View settings

Report website problems
Internet options

About Internet Explorer

Figure 60: Open Certificate
3. Select the Content tab and click the Certificates button.

e overs S e

General | Seaurity | Privacy | Content | Connections | Programs | advanced |

Certificates

Use certificates for encrypted connections and identification. Il
-
[ Clear 551 state ] [ Certificates ] [ Publishers ]
I
AutoComplete

;% AutoComplete stores previous entries

on webpages and suggests matches
for you.

Feeds and Web Slices
E Feeds and Web Slices provide updated
Fy contsnt from websites that can be
read in Internet Explorer and other
programs.

ﬂ Some settings are managed by your system administrator.

Figure 61: Verify Certificate

4. Ifinstalled on this computer in Internet Explorer, the CSOS Certificate(s) should be available
in this Certificates list on the Personal tab.
o All CSOS Certificates are issued by “CSOS CA.”
e (CSOS Administrative Certificates expire three (3) years from their date of issuance.
e (SOS Signing Certificates expire when the associated DEA Registration expires.
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x|
Intended purpose: |<AI> ﬂ
Personal | Other People | Intermediate Certification Authorities | Trusted Root Certficatior 4 | »
Issued To [ 1ssued By | Exprato... | Friendly Name
Ll John Smith CSOS CA 9/30/2013  <None>
L John Smith CS0S CA 10/31/2014  <None>

Import... l Export.., I REmove l Advanced |
Certificate intended purposes

Yiew |
e st

Figure 70: View Certificates

5. Double click on the Certificate to be verified.
6. Click on the Details tab to view the Certificate’s DEA extensions.

x

General | Detaiks | Certification Path |

L ﬂ Certificate Information

This certificate is intended for the following purpose(s):

+2,16.840,1.101.3.2.1.9.3
» All application policies

*Refer to the certification autharity's statement for details.

Issued to: JOHM SMITH
Issued by: CSOSCA

valid from B8/ 18/ 2016 to 2/ 1f 2018
? You have a private key that corresponds to this certificate.

Issuer Statement

x|

Figure 62: View Certificate Details
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4.3.2 View the DEA extension in the certificate

Each extension or Field in the certificate is shown in the left column of the Certificate’s details tab.
The Certificate’s associated value for that field is displayed in the Value column as well as the
bottom pane when a field is selected. The below table should be used to interpret the Field (“object
identifier”) number to a readable DEA extension name. This section of the Subscriber Manual
documents how to interpret and verify the data contained in a CSOS Certificate.

Table 2: Certificate Field Value Mapping to DEA Extension Name

Certificate Field Value
DEA Extension Name
(object identifier)

2.16.840.1.101.3.5.1 DEA Certificate Version Number
2.16.840.1.101.3.5.2 DEA Registrant Name
2.16.840.1.101.3.5.4 DEA Schedules
2.16.840.1.101.3.5.5 DEA Business Activity
2.16.840.1.101.3.5.6 DEA Registered Postal Address

2.16.840.1.101.3.5.7 Hashed DEA Registration Number (SHA-2)
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4.3.3 DEA Certificate Version Number Information

The DEA Certificate Version Number Information extension allows relying party applications to

identify the DEA profile version being used by the particular certificate. This enables multiple
profile versions to be used at the same time without ambiguity.

The value of the extension is displayed as a hexadecimal value. The DEA Certificate Version Number

Information value is the last two characters (i.e. 00) of the extension value. The current value is
fixed at 0 to represent version 1 of the DEA certificate profile.

X
|General Details tCertiﬁcah'm Path |

Show: ;<A§> 3

e e e T ]

2.16.840.1.101.3.5.1 020100

$112.16.840.1.101.3.5.2 1314474f4c44454e 20 4c...
81)2.16.840.1.101.3.5.4 0302017
1)2.16.840.1,101.3.5.5 3003 130141
1/2.16.840.1.101.3.5.6 Oc 4e 3139 36 30 20 5345 51...
@1/2.16.840.1.101.3.5.7 04 14ec 7996 b4 4104 ea 78...

&1 | Certificate Policies [1]Certificate Policy:Policy Ide...

21| Subject Alternative Name

RFC822 Name=GL_PHARM@Y... :j

02 01@1\

Indicates CS0OS Certificate
Profile Version 1.

Edit Propertes... |  CopytoFie... |
Learn more about certificate details

Figure 63: DEA Certificate Profile Version

In the above figure, the DEA certificate profile version extension value is 00, which is Version 1.
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4.3.4 DEA Registrant Name

The DEA Registrant Name extension is used to identify the DEA Registrant for which a CSOS Signing
Certificate is associated. Example: last name, first name middle initial (Doe, John A) or business name
(Acme, Inc.).

Highlight section 2.16.840.1.101.3.5.2 to view the associated Registrant Name, as displayed below
in Figure 3.

x|
‘General Detais | Certification Path |
Show: |w> j
2.15.840.1.101.3.5.1 020100
15,840.1.101.3.5.2 131447 4f4c 44454 0 4% ...
2.16.840.1.101.3.5.4 030201 7e
2.16.840.1.101.3.5.5 3003130141
2.16.840.1.101.3.5.6 Oc4e 31393630 20534551,
2.15.840.1.101.3.5.7 04 14ec 7956 b44104ea 78...
Certificate Policies [1]Certificate Policy:Policy Ide...

| Subject Alternative Name RFC822 Name=GL_PHARM@Y... Li

13 14 47 4f 4e 44 45 de _Main Straet
20 4c 49 46 45 20 50 48 Pharmacy #1

DEA Registrant Marne as it
Appears on the
associated DEA Registration Certificate
{Form DEA-Z23)

gditpmperues...| Copy toFile... ]
Learn more about cerbificate details

P ]

Figure 64: DEA Registration Name
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4.3.5 4.3.5 DEA Schedules
The DEA Schedules extension reflects the controlled substance schedules the certificate owner is
authorized to prescribe or dispense.

X
General Details ICEItiﬁEfIDH Pathl
Showe: I::.ﬁ.ll:b j
Field | Value Iil
= |Public key RSA (2048 Bits)
liil2.16.840.1,101.3.5.1 020100
531]2.16.840.1,101.3.5.2 13 14 47 4F 4c 44 45 92 20 4c ...
16,840.1,101.3,. 5.4 030201 7e J
Ui12.16.840.1.101.3.5.5 3003 130141
@2.16.840.1.101.3.5.6 Ocde 31 39 36 30 20 53 45 51...
2.16.840.1.101.3.5.? 04 14ec 7995 b4 41 04 ea 78...
@Cerﬁﬁmte Policies [1]Certificate Policy:Policy Ide... j
EISEI:ZEII?E\ Lo
Hexadecimal representation of valid DEA,
ochedules. Ve corresponds to the
Authorization for ordering Schedule |4
Controlled substances
Edit Properties... | Copy to File... |
Learn more about certificate details

Figure 65: DEA Schedule Extension

In the above figure, the DEA schedule extension value is 7E. ‘7E’ represents a hexadecimal number
(Base-16 rather than the standard base-10 counting system). When translated to binary (Base-2),
the allowable ordering schedules can be determined. Since the majority of CSOS Signing
Certificates are issued for schedules II-V (2, 2N, 3, 3N, 4, and 5), this translation will not be
necessary if your Certificate’s associated DEA Registration number is authorized for these

schedules.
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4.3.6 Convert a Hexadecimal to Binary

Use the last two characters of the Certificate Extension Value as shown in Figure 4. Using each of
the two characters separately, the following conversion table allows the associated binary value to
be determined.

Table 3: Hex to binary conversion table

“0000
0001
0010
Bl o
0100
0101
_0110
. DERE
“1000
—1001
1010
“1011
— K.
“1101
1110
1111

Using the above conversion table for an extension value of ‘7E’:

e Hexadecimal value of 7 translates to the binary 0111.
o Hexadecimal value E translates to binary 1110.
e (Combining the two binary values results in 01111110.
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The resulting binary number (i.e. 01111110) can be used to determine the authorized ordering
Schedules. Each 0 or 1, called a ‘bit’, represents a DEA Schedule. Reading from left to right, each bit
has a position (position 0 through 7), which maps to a DEA Schedule as documented in Figure 6.

e A 0 bitindicates an unauthorized schedule.
e A1 bitindicates an authorized schedule.

The table below provides a mapping of allowable schedules to bits in the DEA schedule extension.

Table 4: Controlled Substance Schedule Bit

Schedule II Narcotic

3 Schedule III Narcotic 3

5 Schedule IV 4

7 Unused N/A

The table below displays sample schedule to bit to hex value mappings.

Table 5: DEA extension value conversion table

nnanunﬂﬂ
126

2,2n,3,3n,45 0 1

2n,3,3n45 0 0 1 62

2n3n45 0 0 1
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4.3.7 DEA Business Activity

The DEA Business Activity extension identifies the business classification of the CSOS Subscriber’s
associated DEA Registration. The DEA Business Activity code must be consistent with the associated
DEA Registration Certificate (Form DEA-223).

X
" General Detais |Certiﬁ<zﬁon Path I
Show: |<AII> LI
Field | Value |:|
[=] Public key RSA (2048 Bits)
(52.16.840.1.100.3.5.1 020100
5/2.16.840.1.101.3.5.2 13 14 47 4F 4c 44 45 42 20 4c ...
5i/2.16.840.1.101.3.5.4 0302017 J
I 1.1,101.3.5,5 30 02 130141
(5/2.16.840.1.101.3.5.6 Oc 4e 3139 36 30 20 53 45 51...,
[5]2.16.840.1.101.3.5.7 04 14 ec 79 96 b4 41 04ea 78...
Cerﬁﬁmte Policies [1]Certificate Palicy:Policy Ide... j
30 03 13 01 41 0. [&]
Business Activity Code: In this
example, the associated DEA
Registration is a Pharmacy
Edit Properties... | Copy to File... |
Learn more about certificate details

Figure 66: DEA Business Activity Code

Table 6: DEA Business Activity Codes for CSOS

Business Activity

Pharmacy
Hospital /Clinic
Practitioner
Teaching Institution
Manufacturer
Distributor
Researcher
Analytical Lab

Exporter

2 X - o ™M m 9 o w >

Mid-Level Practitioner
Narcotic Treatment Programs

Maintenance N
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Business Activity

Maintenance & Detoxification R

Compounder/Detoxification T
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4.3.8 DEA Postal Address

The DEA postal address Certificate extension identifies associated DEA Registration’s postal address
as itis registered with DEA.

Certificate

Caan DEQS'Cerﬁ.ﬁ(zﬁmhhl._‘ e

- Show: | <Al> =
Bl z |||’a|ue R |ﬂ
[=lPublic key RSA (2048 Bits) ;
. |&lz 158401 1003.5.1 020100
|2 15.840.1.101.3.5.2 131447 4f4c44 45 %2 20 4c ...
| lEl2.15.840.1.101.3.5.4 0302017 i
- |E]2.15.840.1.101.3.5.5 3003130141 e b
2 .1.101.3.5.6 Oc 4e 31 39 35 30 20 53 45 51... B
[3i2.16.840.1.101.3.5.7 04 14ec 79 96 b4 4104 ea 78... :
= Cartiﬁmta Polides [1]Certificate Policy:Policy Ide... j 2
[Eegieang | aus 4
|56 45 20 23 20 35 24 24 eetiiAnyTo
4f 57 4= 45 44 20 42 59 win i A522033 : ik
Address as registered with / io b
DEA and indicated on DEA -
Registration Cerificate (Form =l
DEA-227y 7 T
7 CorcrToperties. .. | Copy to File... |
 Learn more about certificate details L

Figure 67: DEA Registered Postal Address Extension

The resulting extension value takes the format of: Address 1$Address 2$Address 3$City$State$Zip
Code as documented in the table below.

Table 7: DEA Postal Address Example Values

CSA Database Field CSA Database value

Address 1 Dept 1
Address 2 123 Main Street
Address 3 PO Box 45678
City Home Town
State MD
Zip Code 12345-6789
. Dept 1$123 Main Street$PO Box 45678$Home
Eension elme Town$MD$12345-6789
Address 1 123 Main Street
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CSA Database Field CSA Database value

Address 2
Address 3
City Home Town
State MD
Zip Code 12345-6789
Extension Value 123 Main Street $$$Home Town$MD$12345-6789

4.3.9 DEA Registration Number

For privacy reasons, a CSOS Signing Certificate’s associated DEA Registration number does not
appear in clear text in the Certificate. The DEA Registration number, along with the Certificate
Serial Number, are hashed together and included in the Certificate Field 2.16.840.1.101.3.5.7. Using
a hash (an irreversible encoding), the DEA Registration number may be verified only if it is already
known. Since the purchaser’s DEA Registration number is included in all CSOS transactions, the
supplier may use the given Registration Number from the order along with the Certificate’s Serial
Number to determine the validity of the DEA Registration Number in the Certificate used to
digitally sign the order.

x| Certificate i _' : 5 x|
General  Detsils | Certification Path | General Detals | certification Path |
Show: |<AII:= =l Show: |<Aﬁ> -
Field | value [« | value |al
[=] Public key RSA (2048 Bits) sha256RSA
[5]2.16.840.1.101.3.5.1 020100 sha256
13]2.16.840.1.101.3.5.2 131447 4f4c 494542 204c ... CS0S CA, CS0S, E-Commerce...
{52.16.840.1.101.3.5.4 0302017 J Monday, September 17, 2012...
{37]2.16.840.1.101.3.5.5 3003130141 Monday, September 30, 2013 ...
[52.16.840.1.101.3.5.6 Oc 4 3139 36 30 20 5345 AMGAD MASIH M, N11105201...
5 0.1.101.3.5.7 04 14ec 79 96 b4 4104 ea {Z1|Public key RSA (2048 Bits)
@t:em‘ﬁme Polices [1]Certificate Policy:Palicy Ide... x| 4112.16,840.1,101,3.5.1 020100 e
04 14 ec 79 96 bd 41 04 v A CN =Tohn Srmith -
ea 78 d4 £8 a5 66 al 09 I AU P SERIALNUMBER [=W11105201129 |
44 64 aa &6d 16 42 d.n. B OU =CA
OU = C505
\ Hash value of DEA Registration gﬁ :Eiver:: s'ore-rézntrd CS0S Certificate
Mumber and CS0S Certificate OU = DEA Serial Mumber
Serial Number (OU = Department of Justice
0 = 1.5, Government _:_l
Edit Properties... | Copy to File... I Edit Properties... | Copy to File... ’
Learn more about certificate details Learn more about certificate details
Figure 68: Hashed DEA Registration Number Extension Figure 69: CSOS Certificate Serial Number
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Table 8: Hashed DEA Registration Number Value

SHA-2 Hash Value Using

DEA Registration Number AA1234567
CSOS Certificate Serial Number X010122006004
Concatenated DEA Registration
Number and CSOS Certificate Serial AA1234567X010122006004
Number

SHA-2 Hash value result using the
above concatenated numbers (thlS 1b3f544bd58e2145fd771048be40f5b0

is the value appearing in the d89abf2e39ac116313c8e3cc41c3fbb9
Certificate)

The table above provides an example for the inputs and output of the hash value placed in a CSOS
Signing Certificate. A Subscriber may verify a Certificate’s hash value using software such as a
hashing calculator utility. An invalid hash value will result in an error when a supplier attempts to
validate a purchase order. Please contact DEA Diversion E-Commerce Support if such an error
occurs.
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5.0 Certificate Management

5.1 Certificate Renewal

Certificate Renewal is the process of DEA issuing a new certificate to a subscriber. The subscriber
will be issued new activation codes and must retrieve the new certificate via DEA’s secure
certificate retrieval Web site.

All CSOS digital certificates have an expiration date after which the certificate will no longer be
valid for electronic ordering or digitally signing communications.

e (CSOS Signing Certificates expire when the associated DEA Registration expires.
Signing Certificates must be renewed in addition to the DEA Registration.
e (CSOS Administrative Certificates expire three years from the date of issuance.

The CSOS RA sends an E-mail notifying the Subscriber and the Subscriber’s CSOS Coordinator 45
days prior to the expiration date of the Subscriber’s CSOS certificate. The Coordinator is responsible
for renewing the certificate and is provided Certificate renewal instructions with the E-mail notice.
Failure to renew a CSOS Signing Certificate will result in an inability to sign electronic orders for
controlled substances.

There are two types of renewal methods for CSOS Certificates.

¢ Electronic renewal may be used twice - certificates may be renewed via E-mail or over
the phone up to two times after initially enrolling in CSOS.
o E-mail: E-mails must be digitally signed. If not digitally signed, DEA will call to
validate the Coordinator’s identity.
o Phone: the Coordinator may call DEA E-Commerce Support. Certificates will be
renewed once DEA has validated the Coordinator’s identity.
o Initial enrollment must be used the third time - Subscribers are required to reestablish
identity using the initial registration process (mailing in a new application package) as
discussed in Sections 2 and 3 of this Subscriber Manual.
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5.2 Certificate Revocation

Certificate revocation results in the loss of ability of the digital certificate holder to use the
certificate for electronic ordering purposes by placing the certificate information onto a “Certificate
Revocation List,” or CRL. Suppliers are required to check each digitally signed order to ensure that
the certificate associated with the digital signature has not expired or been revoked. Revoked

certificates appear on a CRL within 24 hours of acknowledgement by DEA Diversion E-Commerce
Support, or within six (6) hours of if the revocation reason is due to known or suspected
compromise of the private key.

5.2.1 Revocation Reasons

A Subscriber’s certificate may/will be revoked under the following circumstances:

The subscriber (certificate holder) no longer orders controlled substances and/or is no
longer employed by the organization associated with the Certificate’s DEA Registration
number

Subscriber information contained in the certificate has changed including legal name
changes and E-mail address changes

DEA Registration (as indicated on the paper DEA Registration Certificate, Form DEA-223)
information has changed including DEA Registration name, number, address, or authorized
ordering schedules are reduced

DEA posts notice that certificate holder’s DEA Registration has been revoked, suspended or
restricted, that the Registration information has changed, or that the Registration has been
terminated

[t can be demonstrated that the Subscriber has violated the stipulations of the Subscriber
Agreement

The private key is lost, compromise is suspected, or cannot be accessed for any reason (the
private key used when digitally signing a document is activated by a password or token
under the Subscriber’s sole control, so it is important not to divulge this information to
anyone, even your Registrant or CSOS Coordinator)

The Subscriber, the DEA Registrant under whose Registration a certificate holder obtained a
certificate, or CSOS Coordinator requests that the affiliated Subscriber certificate be
revoked

Official policy regarding Certificate revocations may be found in the E-Commerce Certificate Policy
available on www.DEAecom.gov.
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5.2.2 Procedure for Revocation Requests
The DEA E-Commerce Web site contains detailed instructions that may be used to request

certificate revocation. Revocation requests can be made by sending a digitally signed email to
CSOSrevocation@DEAecom.gov or by telephone to 1-877-DEA-ECOM (1-877-332-3266).

In the event of suspected compromise, the Subscriber, or other authorized person, can request
revocation via a telephone call to DEA Diversion E-Commerce Support at 1-877-DEA-ECOM (1-877-
332-3266). Telephone requests for revocation will be authenticated. Revoked or suspended
certificates must not be used to digitally sign orders for controlled substances!
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6.0 Certificate Security

The following Certificate Security section refers frequently to the Subscriber’s private key. The
private key is the component of the subscriber’s digital certificate used for digital signatures and
therefore is not accessed by anyone (including DEA and suppliers) other than the subscriber.

Passwords or security tokens used to activate the Subscriber private key must never be
shared. Methods for protecting the private key and the activation data to that key are discussed in
this Certificate Security section. All CSOS Subscribers (e.g., certificate holders) must provide secure
storage for their private key. The following sections outline some basic guidelines that help to
mitigate the likelihood of a private key compromise

Please note that the Code of Federal Regulations and DEA Diversion Control E-Commerce System
Certificate Policy govern the CSOS program. Additionally, the CSOS Subscriber Agreement and
Privacy Policy bind all CSOS subscribers. These documents are the official sources for policy
regarding the topics mentioned in this section.

6.1 Private Keys Must be Kept Private

If someone other than the Subscriber (owner of the certificate) has access to the private key or
password, regulations require that the Subscriber immediately report the compromise (or
suspected compromise) to DEA Diversion E-Commerce Support so that the certificate can be
revoked. It may be possible for a new certificate to be issued.

6.2 Secure Access to the Private Key

Use strong passwords or multi-factor authentication to secure access to the private key. The
process of digitally signing an order will require the Subscriber to either input a password known
only to him or her, or to use a biometrically-activated token (proving that the Subscriber is the
private key owner). Passwords used to secure access to the private key must be strong enough so
that they cannot be guessed or easily “cracked.” Strong passwords include the following
characteristics:

e Atleast 8 characters

e Upper and lower case characters

e Numbers and/or special characters, such as the * or # in the middle of the password
e Names or words that cannot be found in the dictionary
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6.3 Enable the Workstation/PC Inactivity Timeout for 10 Minutes.

Once the Subscriber private key has been activated to digitally sign orders, the key must not be left
unattended or otherwise available to unauthorized access. Windows PCs using a password-
protected screen saver that activates after 10 minutes of inactivity help prevent such unauthorized
access if you are away from your desk. Contact your network administrator or DEA Diversion E-
Commerce Support for information on this if you are using a Windows Personal Computer (PC).

6.4 Anti-Virus/Spyware Software

Using up-to-date anti-virus/spy ware software helps prevent Trojan horse programs and malicious
spy ware, which may “stealthily” install a keyboard logger capable of recording the password and
other private information entered into the system. This information can then be transmitted
without your knowledge to other parties.

6.5 Backing-up or Escrowing the Private Key

Private Key escrowing involves allowing a third party to maintain a copy of the private key (i.e. the
CSOS Certificate). Regulations and policy explicitly prohibit escrowing or backing up of a
private key used for digital signatures.

6.6 Method of Deactivating Private Key

After use, the Subscriber must deactivate the key (e.g., via a manual logout procedure, or
automatically after a period of inactivity) so that someone following the Subscriber cannot sign
using the key. It is important to completely close (not minimize) the browser window if using a
Web-ordering environment to ensure that the activation information is not accessible to others.

6.7 CSOS Application and Auditing Information

DEA does not provide a CSOS software application to organizations for electronic ordering. DEA
provides digital certificates for use with approved CSOS enabled software applications.
Organizations must develop or purchase CSOS applications that have been audited to DEA
regulations by a third party (independent) auditor of the organization’s choosing to ensure that all
of the regulations governing the use the electronic orders have been met in the software
application. DEA Diversion Investigators may ask an organization to provide evidence of this audit
information at any time, and may internally audit an organization’s local enrollment (application)
processes to ensure that the processes are maintained as specified in the DEA Diversion Control E-
Commerce System Certificate Policy available at www.DEAecom.gov. If you have questions about
this auditing or the availability of commercial CSOS applications, please contact DEA Diversion E-
Commerce Support. For more information on Auditing, please see Section 7 of this Subscriber
Manual or the Code of Federal Regulations available on www.DEAecom.gov.
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7.0 CSOS Software Application Audit Requirements

Software applications purchased or developed internally for use with CSOS digital certificates for
the purposes of electronically ordering controlled substances must comply with the technical
requirements discussed in the 21 CFR, Parts 1305 and 1311. To ensure that the digital signature
system functions properly for both the supplier and purchaser, DEA requires that the organization
developing the CSOS application software have the application audited by an independent auditor
prior to use. If an audited application’s order signing or verification processes are modified, those
functions of the software application must again be audited to ensure that the application remains
in compliance with DEA regulations.

DEA does not require the auditor to submit a copy of the auditing results report to DEA, however
application providers must retain a copy of the audit report and submit it to DEA upon request for
review. Purchasers of commercial-off-the-shelf (COTS) CSOS applications should request that the
vendor provide evidence that the software has been audited and complies with DEA regulations.
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8.0 Contact Information

8.1 8.1 Mailing Address

Drug Enforcement Administration

Attention: Sterling Park Technology Center / CSOS
8701 Morrissette Drive

Springfield, VA 22152

8.2 8.2 Support Center Contact Information
E-mail: CSOSsupport@DEAecom.gov

Phone: 1-877-DEA-ECOM
1-877-332-3266

Web: www.DEAecom.gov/support.html

Note: DEA will never request that an individual’s full SSN be provided over the phone or via E-mail.
The last 4 digits of the SSN, however, may be used to authenticate identity.
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Definition

Access Code

Access Code
Password

Activation
Activation Notice
Addendum
Applicant
Application
Package
Authenticate

Authentication

Backup

Certificate

Certificate
Application

Certificate

Application
Package

Certificate Policy

One of two pieces of information required for retrieving a CSOS Certificate.
The Access Code is a number provided to the CSOS subscriber via E-mail.

One of two pieces of information required for retrieving a CSOS Certificate.
The Access Code password is a combination of numbers and letters and is
provided to the CSOS Subscriber’s Coordinator via postal mail.

See Certificate Retrieval.

A communication (E-mail and postal mailed document) from DEA
containing information required to retrieve a CSOS Certificate.

A CSOS Application Form attachment (Form DEA-254) allowing a CSOS
Applicant to list additional DEA Registration Numbers that he/she is
requesting to be associated with for the CSOS Program.

See CSOS Applicant
See Certificate Application Package

To confirm the identity of an entity when that identity is presented.

Security measure designed to establish the validity of a transmission,
message, or originator, or a means of verifying an individual’s
authorization to receive specific categories of information.

Copy of files and programs made to facilitate recovery if necessary.

(Subscriber) certificates identify the individual named in the certificate,
bind that person to a particular public/private key pair, and provide
sufficient information demonstrating the Subscriber is operating under the
authority of the DEA Diversion Control E-Commerce System program.

General term for form DEA-251, DEA-252, and DEA-253. A CSOS Certificate
Application is the form submitted by an individual requesting enrollment
in the CSOS Program.

A term used for any CSOS Certificate Application with all required
supporting documentation.

An official policy document governing the CSOS Program. The DEA
Diversion Control E-Commerce System Certificate Policy specifies:

1. The Certification Authorities, the Subscribers, and the Relying Parties
authorized to participate in the PKI program described by this Policy,
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Certificate Renewal

Certificate
Retrieval

Certificate
Revocation

Certificate
Revocation List

Certificate Store

Certification
Authority

Compromise

CSOS Applicant

CSOS Coordinator

CSOS Power of
Attorney

CSOS Subscriber
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Definition

2. The obligations of the participants governed by this Certificate Policy,
and

3. The minimum requirements for the issuance and management of digital
certificates used within the CSOS programs - and other suitable
applications.

The process of acquiring a new CSOS Certificate once a current CSOS
Certificate has been revoked or has expired.

The required process of generating a CSOS Certificate via DEA’s secure
Web site.

The processed of invalidating a CSOS Certificate prior to its expiration
date.

A list maintained by a Certification Authority of the certificates
that have been revoked prior to their stated expiration date.

The component of an Internet browser (such as Internet Explorer or
Firefox) that provides access to digital certificates. Certificates may be
viewed or managed from within a browser’s certificate store.

This term is used to identify both the Root CA role operated by DEA as well
as the Subordinate CA that would be operated by other entities in
compliance with DEA regulations.

Disclosure of information to unauthorized persons, or a violation of the
security policy of a system in which unauthorized intentional or
unintentional disclosure, modification, destruction, or loss of an object
may have occurred.

An individual requesting enrollment in the CSOS Program who has not yet
been approved and issued a CSOS Certificate. Applicants include
Registrants, Coordinators, and Power of Attorneys.

An individual delegated and authorized by a DEA Registrant to be the
administrator for associated DEA Registration numbers.

A non-administrative individual enrolling or enrolled in the CSOS Program
for signing electronic orders for controlled substances. A POA applicant
can be any individual who has been granted ordering Power of Attorney by
a Registrant and has been approved by a CSOS Coordinator.

An individual enrolled in the CSOS Program who has been issued a CSOS
Certificate by DEA.
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Digital Signature

Drug Enforcement
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Hash

Key Escrow

Key Pair

Local Registration
Authority

Object Identifier

Power of Attorney
Letter

Private Key
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Definition

The use of a digital certificate’s private key to “sign” a digital
communication. For electronic ordering of controlled substances, each
order must be digitally signed using a CSOS certificate for authentication,
order integrity, validation, and non-repudiation (inability to deny placing
an order) purposes.

The DEA regulates the manufacture and distribution of controlled
substances in the United States.

The process of applying with DEA in order to participate in the CSOS
Program.

A hash value, or message digest, is a unique number generated from a
string of text. Since changing any character in the text string results in a
new hash value, hash values are used to provide data integrity.

A deposit of the private key of a Subscriber and other pertinent
information pursuant to an escrow agreement or similar contract binding
upon the Subscriber, the terms of which require one or more agents to
hold the Subscriber's private key for the benefit of the Subscriber, an
employer, or other party, upon provisions set forth in the agreement.

Two mathematically related keys having the properties that:

1. One key can be used to encrypt a message that can only be decrypted
using the other key, and

2. Even knowing one key, it is computationally infeasible to discover the
other key.

The role of CSOS Coordinator subscribers in verifying the identity and
authority of each CSOS Power of Attorney applicant enrolling in the CSOS
Program.

An alphanumeric number registered with an internationally recognized
standards organization used within PKI to uniquely identify policies and
supported cryptographic algorithms.

A formal letter where a Registrant grants an individual the authority to
sign controlled substance orders for the indicated DEA Registration
number.

The part of a digital certificate known only by the owner:

(1) The key of a signature key pair used to create a digital signature. (2)
The key of an encryption key pair that is used to decrypt confidential
information. In both cases, this key must be kept secret.

69 | Controlled Substance Ordering System, Unlimited Distribution



Term

Public Key

Public Key
Infrastructure

Registrant

Registration
Authority

Relying Party

Renewal
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Definition

The part of a digital certificate that is publicly known:

(1) The key of a signature key pair used to validate a digital signature. (2)
The key of an encryption key pair that is used to encrypt confidential
information. In both cases, this key is made publicly available normally in
the form of a digital certificate.

A set of policies, processes, server platforms, software and workstations
used for the purpose of administering certificates and public-private key
pairs, including the ability to issue, maintain, and revoke public key
certificates.

The individual who signed, or is authorized to sign, the most recent
application for DEA Registration renewal. The Registrant is typically and
owner or officer for the organization.

The unit within DEA’s CSOS Certification Authority responsible for CSOS
Subscriber Enrollment. The CSOS RA processes CSOS Subscriber
Application packages and adjudicates the identity and validity of all CSOS
Applicants.

A Relying Party is the entity that, by using a Subscriber’s certificate to
verify the integrity of a digitally signed message, identifies the creator of a
message, and relies on the validity of the public key bound to the
Subscriber’s name. The Relying Party is responsible for checking the
validity of the certificate by checking the appropriate certificate status
information. The Relying Party must use the certificate to verify the
integrity of a digitally signed message and to identify the creator of a
transaction.

See Certificate Renewal.
See Certificate Retrieval.

The DEA Diversion Control E-Commerce System Root CA shall operate in
accordance with the provisions of its Certification Practices Statement. The
DEA Diversion Control E-Commerce System Root CA shall also perform the
following functions: (1) accept and process applications for operations
from Subordinate CAs; (2) issue certificates to Subordinate Certificate
Authorities approved by the PMA; (3) publish Subordinate CA certificate
status information.

A Subordinate CA is an entity authorized by the PMA to create, sign, and
issue public key certificates to authorized CSOS Subscribers.

See CSOS Subscriber.
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10.0 Acronyms

Schedule I Controlled Substance

COTS Commercial-Off-the-Shelf
| CS0S Contolled SubstanceOrderingSystem
DEA Drug Enforcement Administration
WA lewlRegstionAutoriy
PC Personal Computer
©POF PorbleDomentFormat
PFX Personal Information Exchange
PR RblcKeymfastuewre
POA Power of Attorney

SHA-2 Secure Hash Algorithm, Version 2
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